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Today’s Learning Objectives

 Understand the background and concept of supply chain risk management and supply 
chain resilience.

 Describe the key challenges in addressing the supply chain visibility gap and identifying 
risk propagation.

 Understand the data sources to build the supply chain network and identify risk signals.

 Explain the common AI methods for supply chain analytics and their corresponding data 
characteristics.

 Understand how supply chain analytics delivers business value through dashboards and 
risk treatment decisions.
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Business Operation
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Customers
SuppliersInternal Operations

payment

MaterialsProduct

payment

Key Problems Key Problems Key Problems

How to efficiently transform 
materials into products?

How much product will 
customer buy?

How to ensure a stable 
material supply?



Supply Chain

 Suppliers provide goods for a company to support its business operations.

 Three distinct types of flows exist between a company and its suppliers:
 The Product Flow: The movement of goods. 

 The Financial Flow: The movement of capital, credit terms, and payments.

 The Information Flow: The bidirectional exchange of orders, demand forecasts, and 
delivery statuses. 
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Supply Chain

 A company usually has many suppliers, each providing a distinct type of 
goods.

 To produce these goods, suppliers rely on upstream partners (suppliers’ suppliers).

 For example, to assemble an iPhone, Apple has to source the A19 chip 
from TSMC, OLED display from Samsung Display, and Camera Sensors from 
Sony.

 To manufacture those chips, TSMC has to source silicon wafers from GlobalWafers.

 These relationships form a complex and highly interdependent structure, 
commonly known as a supply chain.
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Supply Chain – The Tiered Structure

 A supply chain is often in a tiered structure:
 Tier 1 Suppliers: direct partners that we have a contract with and talk to every day.

 Tier 2 Suppliers: provide goods for tier 1 suppliers

 Tier 3 and Higher-tier Suppliers: usually provide the sub-components and raw 
materials (e.g., metal, chemicals, energy)
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Supply Chain – The Tiered Structure

 Most companies have high visibility into Tier 1 (T1) suppliers as they have 
close interaction with them.

 However, Tier 2 and beyond is often a black box, creating potential risks in 
the supply chain.
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Anything wrong here?

Anything wrong 
happening to them?



Supply Chain Risks

 Supply chain risks refers to probabilistic event could disrupt the flow of 
goods, information, and money.

 These risks can be classified by their source and motivations.
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Reference: Wicaksana, A., Ho, W., Talluri, S., & Dolgui, A. (2022). A decade of progress in supply chain risk management: risk typology, emerging topics, and research 

collaborators. International Journal of Production Research, 60(24), 7155-7177.



Supply Chain Risks

 When supply chain risk materializes, it can 
trigger disruption through the ripple 
effect.

 E.g., border closures, statewide lockdowns, or 
workforce limitations.

 The ripple effect refers to the propagation 
of disruptions from one node (i.e., a 
supplier) across other companies in the 
supply chain network.
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1. Disruptive Event: A specific 
event occurs at one node 

2. Propagation: the delay at the 
first node prevents the next 
node from operating.

3. Amplication: As the delay moves 
downstream, the impact compounds.



Supply Chain Risks

 Disruptions caused by the ripple effect can often result in physical 
breakdowns, delays, material shortages, or increased costs.

 A two-day delay at a chip manufacturer might lead to a two-week delay at a car 
assembly plant, eventually leading to a two-month backlog for the dealership.

 To reduce the impact of such disruption, companies need to maintain 
supply chain resilience.
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Supply Chain Resilience

 Supply chain resilience refers to a supply chain's adaptive capacity to 
deal with disruptive events and swiftly regain previous performance 
levels.

 Resilience provides the capacity to predict and proactively monitor 
threats and disruptions.

 Resilience ensures a continuous flow of critical supplies and services 
even in turbulent environments by minimizing the consequences of 
disruptions.
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Supply Chain Resilience – Principles
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Reference: Belhadi, A., Kamble, S., Fosso Wamba, S., & Queiroz, M. M. (2022). Building supply-chain resilience: an artificial intelligence-based technique and 

decision-making framework. International journal of production research, 60(14), 4487-4507.



Supply Chain Risk Management

 Supply Chain Risk Management (SCRM) is a proactive approach to 
maintain supply chain resilience.

 Goal: to identify and assess risks to help make informed decisions (e.g., 
targeted risk mitigation).

 A robust SCRM framework enables:
 Visibility in not just from T1 suppliers, but also T2 and T3 for hidden vulnerabilities
 Insights into probability and impact of disruptions (from the ripple effect)

 Managers can prioritize where to allocate the limited risk treatment 
budget.
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Reference: Fan, Y., & Stevenson, M. (2018). A review of supply chain risk management: definition, theory, and research agenda. International journal 

of physical distribution & logistics management, 48(3), 205-230.



AI in Supply Chain Risk Management

 Effective SCRM requires incorporating large volumes of qualitative 
(e.g., reports) and quantitative data (e.g., financial indicators).
 As supply chains grow more complex, uncertainty increases, necessitating a 

corresponding increase in data processing.

 Artificial intelligence has emerged as a potential tool due to its ability 
to process diverse formats and integrate multiple data sources

 The AI4BI development process can be applied to guide the AI 
development in SCRM.
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Reference: Mithas, S., Chen, Z. L., Saldanha, T. J., & De Oliveira Silveira, A. (2022). How will artificial intelligence and Industry 4.0 emerging 

technologies transform operations management?. Production and operations management, 31(12), 4475-4487.



AI4BI Development Process in SCRM
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Supplier Risk Profiling

Risk Signals

SCRM Problem 
Identification

Data Collection and 
Extraction

AI-enabled Analytics Value Delivery

Visibility Gap

Risk Propagation Risk Mitigation Decisions

VisualizationSC Network

Risk Propagation Analysis

Monitoring risks helps identify new SCRM business problems

Network Discovery



Step 1: SCRM Problem Identification

 To build a robust SCRM, supply chain risk managers aim to ensure 
they have:
 Visibility into higher-tier suppliers by addressing the visibility gap
 Insight into probability and impact by identifying risk propagation
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Visibility Gap

 Supply chain visibility gap arises from a lack of transparency and information sharing 
across the supply chain network, particularly beyond direct (Tier 1) partners

 Companies want to know beyond direct (Tier 1) suppliers and map the entire network 
(Tier 2, Tier 3, etc.) by uncovering suppliers and potential interdependencies.
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What’s over here?



Visibility Gap

 Traditional methods:
 Sending manual surveys and risk feedback forms to 

Tier 1 suppliers to ask about their own suppliers.

 Reading financial filings, news, and reports about 
suppliers to build the supply chain network.

 Limitations: 
 It is time-consuming to manually process to gather 

surveys and read from diverse sources.

 Information often becomes outdated by the time 
manual processing is finished.
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Visibility Gap – Summary
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Stakeholder

• Primary user: Supply chain risk managers and practitioners

• Responsibility: Practice proactive risk management and ensure operational resilience.

Scenario

• Task: Identify suppliers across multiple tiers to provide visibility into the supply chain

• Process: Extract unknown supplying relationships from unstructed textual data

Current approach

• Data source: Survey, financial fillings, news, and reports from direct suppliers

• Current method: Conduct and read from various data sources to manually construct the SC network

Limitation of this approach

• Data-wise: Collected data may become outdated after finishing the process

• Process-wise: Manual process to read and gather survey is inefficient.



Risk Propagation

 Risk propagation refers to the problem that a disruption at one node 
(supplier) can cascade through the network (the ripple effect).

 Companies want to identify the potential impact and probability of 
disruptions.
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How much impact 
will the risk create?



Risk Propagation

 Traditional methods:
 Probability: Bayesian Networks (BN) to calculate the 

probability of a disruption based on previous data.
 Impact: Calculate potential revenue loss, lost sales, or 

total profit impact based on historical volumes with 
expert judgement.

 Limitations:
 BNs require precise disruption probabilities (priors), which 

almost do not exist for rare events.
 Expert judgment is not real-time and often focuses on a 

single node failing, overlooking the entire picture of 
propagation.
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Reference: Hosseini, S., & Ivanov, D. (2022). A new resilience measure for supply networks with the ripple effect considerations: A Bayesian network 

approach. Annals of Operations Research, 319(1), 581-607.

Bayesian network operations



Risk Propagation – Summary
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Stakeholder

• Primary user: Supply chain risk managers and practitioners

• Responsibility: Practice proactive risk management and ensure operational resilience

Scenario

• Task: Model the propagation to predict how a event/disruption to a supplier can affects the company

• Process: Estimate the probability and impact of the event

Current approach

• Data source: SC network, risk signals (news, disaster alert, financial report)

• Current method: Bayesian network and expert judgement

Limitation of this approach

• Data-wise: Probability of rare event are unavailable for the Bayesian network.

• Process-wise: Expert judgement is not real-time and fail to holistically model the nature of proapgation. 



Step 2: Data Collection and Extraction
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Financial reports, 

earnings call

DATA



Supplier Data

 Supplier data help map out a company’s supply chain network.
 It requires both internal record and external databases.
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Primarily from 

internal record

Primarily from 

external database

Internal record +  

external database

Higher-tier suppliers



Supplier Data – Internal Records

 Internal records provide profiles of a 
company’s direct suppliers, including

 Name
 HQ address
 Manufacturing site
 Product provided (category code)

 Common sources: 
 Enterprise resource planning (ERP) system
 Supplier relationship management (SRM) 

system

 Collection methods: direct database 
query, csv export
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Sample supplier profile
From https://docs.oracle.com/cd/E18727-01/doc.121/e16534/T553530T553536.htm



Supplier Data – External Databases

 External databases provide global supply chain 
networks in a structured format by aggregating 
diverse data sources (e.g., public filings, annual 
reports, and news articles).

 Their network includes a supplier’s 
 Name
 Relationship type (e.g., materials or equipment 

provider)
 % of COGS/Capex

 Common sources: Bloomberg SPLC, Factset

 Collection methods: Database API, csv exports
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Bloomberg SPLC terminal

(from Bloomberg.com)

Suppliers

Focal company

Reference: Culot, G., Podrecca, M., Nassimbeni, G., Orzes, G., & Sartor, M. (2023). Using supply chain databases in academic 

research: A methodological critique. Journal of Supply Chain Management, 59(1), 3-25.

Customers



Risk Signals

 Risk signals provide signs for potential disruptions.
 They help identify four types of supply chain risks.

27
Reference: Li, X., Krivtsov, V., Pan, C., Nassehi, A., Gao, R. X., & Ivanov, D. (2025). End-to-end supply chain resilience management using deep 

learning, survival analysis, and explainable artificial intelligence. International Journal of Production Research, 63(3), 1174-1202.



Risk Signals for Geopolitical Risks

 Geopolitical risks comes from changes in government policies or international 
conflict.

 News articles are the primary and credible source for documenting such events.

 Key signals: type of policy or conflict, countries or regions being affected

 Collection methods: API, web scraping
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Maersk says Red Sea disruption could cut Asia-Europe capacity by 20%

Reference: Caldara, D., & Iacoviello, M. (2022). Measuring geopolitical risk. American economic review, 112(4), 1194-1225.



Risk Signals for Geopolitical Risks

 Static risk metric can help further identify the 
severity of each type of risk.

 The Geopolitical Risk Index (GPR) is measured 
based on the keyword occurrence from news 
articles.

 For each month 𝑡, the GPR score can be 
determined by:

𝐺𝑃𝑅𝑡 =
number of articles mentioning risk keywords

Total number of articles
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Reference: Caldara, D., & Iacoviello, M. (2022). Measuring geopolitical risk. American economic review, 112(4), 

1194-1225.



Risk Signals for Capacity Risks

 Capacity risk arises when suppliers face insufficient resources 
(e.g., facility, personnel)

 Companies cannot directly access their suppliers’ internal data.
 They rely on internal operational data as a proxy to detect anomalies 

that signal potential delays.

 Capacity risk increases when a company observes the following 
internally:

 Increase lead-time variation
 Decreased order fill rate 
 Widening delivery gaps between requested delivery dates and the 

actual received date.

 They typically suggest that suppliers may be experiencing 
material or labor shortages.
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Risk Signals for Capacity Risks

 Key data assets: 
 Purchase order history: lead 

time and fill rate calculation

 Production requirement: 
delivery gap calculation

 Data sources: ERP systems

 Collection method: direct 
database query, csv export
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Sample purchase order history
https://www.logicerp.com/LOGICPharmaHelp/LogicERPPharma

UserGuide.html?purchase_order_history_report.htm

𝐟𝐢𝐥𝐥 𝐫𝐚𝐭𝐞 =
purchase order amount − purchase order pending amount

purchase order amount

Purchase 
Order Date

Purchase Order 
Amount

Purchase Order 
Pending Amount

𝐥𝐞𝐚𝐝 𝐭𝐢𝐦𝐞 = Purchase receipt date − Purchase order date 



Risk Signals for 
Transportation Risks
 Transportation risks primarily result in 

delivery disruptions or delays from 
suppliers. 

 To mitigate them, companies monitor the 
weather and potential natural disasters.

 Key signals: Event type, severity, date, 
location, detailed description (news) for 
each weather or disaster event.

 Common sources: Global Disaster Alert 
and Coordination System (GDACS), PDC 
Disaster Aware

 Collection methods: API, RSS feed

32From gdacs.org

Event 

type

Location

DateSeverity

Detailed 

description 
in news



Risk Signals for Financial Risks

Data Asset Description Key metadata Primary Data Source Collection Methods

Report (10-
K, 10-Q)

Comprehensive overview of 
financial health and operational 
performance.

Financial statement 
numbers, metrics, 
footnote description

Regulatory (e.g., SEC 
EDGAR)

API Integration

Earnings 
call

Management discussion on results, 
future guidance, and risk factors

Qualitative sentiment, 
executive disclosures

Market Analysis (e.g., 
Seeking Alpha)

API Integration or 
web scraping

Stock price Real-time company valuation and 
indicator of sudden investor panic

Real-time Stock price
Financial Data Feeds 
(e.g., Yahoo Finance)

REST API, batch 
download
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 Financial risks come from suppliers’ financial instability.

 To capture them, companies look at the report, earnings call, and 
stock price of their suppliers.

Reference: Wang, G., Chen, G., Zhao, H., Zhang, F., Yang, S., & Lu, T. (2021). Leveraging multisource heterogeneous data for financial risk 

prediction: A novel hybrid-strategy-based self-adaptive method. MIS Quarterly, 45(4), 1949-1998.



Risk Signals for 
Financial Risks

34Earning call transcript (from SeekingAlpha) Sample 10-Q Report (from EDGAR) 

Supplier name

Supplier 

name

Reports (8-K, 

10-K, 10-Q) 
available to 
download

Financial statement section of 10-Q report

 For example, in Lam Research’s earnings call 
transcript and 10-Q report:

A. Slightly negative sentiment 
 May result in a risk in profit margin

B. R&D expenses increase by $159 millions for the six-month 
period.
 Can create significant margin pressure if revenue growth slows

C. Income tax expense rose by 54% this quarter
 Significantly outstripping the 36% growth in pre-tax income

A.

B.

C.



Step 3: AI-Enabled Analytics

 AI-enabled analytics are designed to provide supply chain visibility 
and analyze risk propagation based on the collected data.
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1. Supplier Risk Profling 2. Network Discovery

How risky is our direct supplier? How does our SC look like? How’s the impact of risk 
propagation

3. Risk Propgation Analysis

Clustering         Classification GNN                      LLM  
GNN



Supplier Risk Profiling

 Before looking outward, organizations focus on the 
data they already own regarding their immediate 
suppliers (T1 suppliers).

 Goal: Characterize and segment known suppliers 
based on their specific risk profiles

 Input: suppliers and their profiles
 Output: risk level for each supplier (e.g., low, medium, 

high)

 AI methods:
 Classification (when ground truth is available)
 Clustering (no ground truth)

36



Supplier Risk Profiling (Example)

 Goal: characterize and group suppliers based on their 
risk profiles (in a company’s internal ERP systems)

 Data: 72 suppliers and with 17 risk criteria such as,
 Financial: Price variance, financial condition
 Capacity: Lead time variability, shipping quality, late 

deliveries

 Key data characteristics:
 No predefined risk levels (no ground truth risk level)
 Large amount of feature (17 performance criteria)

 Design:
 Dimensionality reduction with factor analysis
 K-means clustering to identify three clusters of suppliers 

based on risk levels

37
Reference: Kara, M. E., Fırat, S. Ü. O., & Ghadge, A. (2020). A data mining-based framework for supply chain risk management.

Computers & Industrial Engineering, 139, 105570.



Netowrok Discovery

 Once we know our T1 suppliers, we look into the 
entire picture of the supply chain if the existing 
network is incomplete.

 Goal: map out the suppliers for higher-tier 
suppliers to address the “visibility gap”.

 Input: existing SC network connections, external text 
sources (e.g., news, company websites, and reports)

 Output: new supplying relationship (e.g., company A 
provides product X to company B)

 AI methods: large language models or GNN to 
capture both the existing supply chain network 
and external textual data.

38

?

?

Higher tier suppliers



Netowrok Discovery 
(LLM Example)
 Goal: enhance supply chain visibility by 

automatically extracting interdependencies from 
textual sources

 Data: news articles, company websites, Wikipedia 
entries, and industrial reports

 Data characteristics and design: 
 Unstructured text with no labels (e.g., whether A is B’s 

supplier)
 Domain-specific wordings (e.g., acquires, subsidiary)

 Design: Zero-shot named entity extraction using 
LLMs by crafting prompt to have:

A. Task description
B. Definition (with domain-specific examples)
C. Data integrity instructions (e.g., syntactic formatting, 

coreference resolution)

39
Reference: AlMahri, S., Xu, L., & Brintrup, A. (2025). Enhancing supply chain visibility with knowledge graphs and large language models.

International Journal of Production Research, 1-32.

A. Task Description

Definition 1

Example

Definition 2

Example

Example

Definition 3

C. Data integrity 
instructions

B.



Netowrok Discovery (GNN Example)

 Goal: Predict the existence and weights of future 
transactions between companies (link prediction).

 Data: 
 SC network from SupplySim (open-source SC data)
 Transactions from TradeSparq (each includes supplier, 

buyer, and product)

 Key data characteristics: 
 Time-varying transactions with three distinct entities: a 

supplier, a buyer, and a specific product

 Design: Extended temporal GNNs capable of 
message passing over multiple entities.

40
Reference: Chang, S., Lin, Z., Yan, B., Bembde, S., Xiu, Q., Wong, C. H. & Leskovec, J. (2025). Learning production functions for supply chains with graph 

neural networks. In Proceedings of the AAAI Conference on Artificial Intelligence (Vol. 39, No. 27, pp. 27878-27886).



Risk Propagation Analysis

 With a comprehensive map of the supply 
chain network, the company can assess 
how risks propagate over it.

 Goal: identify the impact of SC risk under 
the ripple effect

 Input: supply chain network, supplier profile, 
risk factors/event

 Output: predict potential propagation pattern 
or impact

 AI methods: GNN

41

How much impact 
will the risk create?



Risk Propagation Analysis (Example)

 Goal: predict financial risk by capturing how they propagate through the SC network.

 Data: 26 financial indicators for 3000+ companies with different types of relationship (e.g., 
suppliers, partners) from FactSet ➔ form a network (node = company, edge = relationship).

 Data Characteristics:

 Financial distress can spread via multi-relational links

 Corporate relationships are dynamic and evolve year-over-year

 Design: A spatial temporal graph neural network with time-variant attention weights.

42
Reference: Wang, J., Zhou, L., Jiang, C., & Wang, Z. (2025). Modeling and Interpreting the Propagation Influence of Neighbor Information in Time-

Variant Networks with Exemplification by Financial Risk Prediction. Journal of Management Information Systems, 42(1), 105-142.



Step 4: Value Delivery

 Visualization: dashboards can be designed based on the AI-enabled 
analytic results.

 The visualization supports risk treatment decisions.
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Analytic Key Analytic Output Other Relevant 
Infromation

Chart/Exhibit Dashboard

Supplier Risk 
Profiling

Risk level for each 
direct supplier

Supplier location, 
financial status

Supplier profile table, site 
maps, financial summary

Supplier risk profile 
(and drilldown)

Network Discovery A complete SC 
network

- Network visualization Risk Analysis 
Overview

Risk Propagation 
Analysis

Risk propagation 
and impact

Risk signals, 
disruptive events

Map and news for events



Visualization – Supplier Risk Profile

  A dashboard can be built based on the supplier risk profiling analytic 
result.
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A

B

C A. Quarter and product type 
selection for suppliers 
display

B. Supplier profile with risk 
level: Help quickly identify 
suppliers that requires 
attention

C. Supplier site map: overview 
of suppliers’ site location



Visualization – 
Supplier Risk Profile

 This dashboard can also 
provide detailed information 
about a supplier through a 
drilldown:
 key financial ratios 
 stock price trend
 financial performance

 This helps understand the 
financial risks of suppliers.
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Visualization – Risk Analysis Overview
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A

B

C

 A risk analysis overview dashboard can be built based on the collected risk 
signal and risk propagation analysis result.

A. Global risk event map 
(geopolitical event + disasters)

B. Risk propagation over the SC 
network: Help identify where 
the risk comes from

C. News relevant to the selected 
risk event: Help understand 
the detail of a risk event for 
geopolitical risks and 
transportation risks



Risk Mitigation Decisions

 Decisions around supply chain risks are based on the probability and impact of 
supply chain risks to be cost-effective.

 Is it worth the cost of holding 20% more safety stock to avoid a 5% chance of a delay?

47
Reference: Fan, Y., & Stevenson, M. (2018). A review of supply chain risk management: definition, theory, and research agenda. International journal 

of physical distribution & logistics management, 48(3), 205-230.



Review Questions

 What are the principles to build a good supply chain resilience?

 Why do we need external databases to help map out the supply chain 
network?

 What are the goals and common AI methods for the three major 
supply chain analytics?

 What are the key charts and exhibits in the dashboard that help 
deliver business value for supply chain analytics?
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