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* Security Informatics & Analytics: COPLINK, BorderSafe,
Dark Web

 Azsecure Cybersecurity Analytics:

(1) Darll(< Web Analytics for studying international hacker community, forums, and
markets;

(2) Privacy and PlI (Personally Identifiable Information) Analytics for identifying
and alleviating privacy risks for vulnerable populations;

(3) Adversarial Malware Generation and Evasion for adversarial Al in
cybersecurity; and

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open Source
Software) vulnerability analytics and mitigation.



Computational Design Science Research
at UA/Eller/MIS Al Lab

* Applications/problems: digital libraries, search engines, biomedical
informatics, healthcare data mining, security informatics, business
intelligence, cybersecurity analytics

* Approaches: web collection/spidering, databases, data warehousing,
data mining, text mining, web mining, statistical NLP, machine learning,
deep learning, ontologies, social media analytics, interface design,
information visualization, economic modeling, assessment

* Structure: federal funding (NSF/DOD/NIH), director, affiliated faculty,
post-docs, Ph.D./MS/BS students = tech transfer, commercialization

* Major phases: DLI =» COPLINK = Dark Web =» AZSecure



Security Informatics & Analytics:
COPLINK & Dark Web

D-Lib Magazine
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Global Security Impacts

e “War on terror” (lrag
and Afghanistan)
surpassed cost of
Second World War, S5
trillion...Time
Magazine

e Hacker costing S1

trillion globally... ;ﬁ"‘ KN
President Obama 10 SUPP ORT THE - HEARTOE EXBLOITATION
| WARON TERROR ?' = =




From the Surface Web to the Dark Web
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COPLINK: Crime Data Mining (1997-2009)
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COPLINK Identity Resolution and Criminal
Network Analysis

7

Cross-jurisdictional Information Sharing/CoIIaborann
CAN Visualizer

[ Law-enforcement Data

-

Arizona IDMatcher

~N

-

=

-.- A
3=

Border Crossing Data

-}

\_

Detect false and deceptive
identities across jurisdictions
using a probabilistic naive-

Bayes based resolution
system.
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High-risk Vehicle
Identification

Identify high-risk vehicles
using association techniques

[ Criminal Link Predictiom

[ Suspect Traffic Burst \

Detectreal-time anomalies

andthreatsin bordertraffic

using Markov switchingand
othermodels.

Predictinteraction between
individuals and vehicles using
link prediction techniques to
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* Only the grayed datasets are available to the Al Lab




Border Security: High-risk Vehicle Identification (LPR +
DM/SNA)
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COPLINK: Crime Data Mining

Artg¥deas ey

Ehe New York Times

An Electronic Cop That Plays Hunches

Interconnecting Police Files Through New Computer System Helps Prosecutors in Sniper Case

ABC News April 15, 2003

Google for Cops: Coplink software helps
police search for cyber clues to bust
criminals

IBM 12 COPLINK

Accefemiing law enforcement investigations

g P alantir ($54B, IPO 2020)




COPLINBK Commercialization Timeline

e 1994-1997, NSF DLI projects, DL, SE

* 1997, NlJ $1.2M project, UA/TPD

e 2000, NSF DG $S1.6M, UA/TPD/PPD

« 2000, KCC founding, UA tech transfer; $2.6M VC funding

e 2001, Tucson, Phoenix, San Diego

« 2002, bubble burst, $2M additional funding (anti-dilution clause)

e 2003, DC snipper investigation use, NYT cover article; AZ, CA, NJ, IL
e 2009, SilverLake PE fund; COPLINK + i2

e 2011, sold to IBM ($500M); Chen exit

e 2017, IBM sold COPLINK to Forensic Logic

=» COPLINK is in use in 5,000+ law enforcement jurisdictions and intelligence agencies
in the U.S. and Europe, making significant contribution to public safety worldwide.



Dark Web: Countering Terrorism (2003-2014)

e Dark Web: Terrorists’ and
cyber criminals’ use of the
Internet

* Collection: Web sites,
forums, blogs, YouTube, etc.

« 20 TBs in size, with close to
10B pages/files/messages
(the entire LOC collection: 15
TBs)
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Arabic Writeprint Feature for Authorship Analysis
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CyberGate (Abbasi, et al., MISQ, 2008)

Text Analyzer
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The Dark Web project in the Press

Project Seeks to Track Terror Web

AP Associated Press  Posts, 11/11/2007

Researchers say tool could trace online posts
to terrorists, 11/11/2007

Mathematicians Work to Help Track
Terrorist Activity, 9/14/2007




ISI, Springer, 2006

Intelligence and Security Informatics
for International Security

Information Sharing and
Data Mining '

= =an N ill'_llj-lv';\
-~ i erion

* Intelligence and Security
Informatics (I1SI) (Chen, 2006)

* Data, text, and web mining
* From COPLINK to Dark Web

« |EEE ISI, EISIC, PAISI =&
4000+ scholars, since 2003



Dark Web, Springer, 2012

Dark Web

Exploring and Data Mining
the Dark Side of the Web

@ Springer

22 chapters, 451 pages, 150 illustrations
(81 in color); Springer Integrated Series in
Information Systems, 2012.

Selected TOC:

* Forum Spidering

* Link and Content Analysis

» Dark Network Analysis

* Interactional Coherence Analysis

« Dark Web Attribution System

* Authorship Analysis

* Sentiment Analysis

« Affect Analysis

* CyberGate Visualization

» Dark Web Forum Portal

» Case Studies: Jihadi Video Analysis,
Extremist YouTube Videos, IEDs,
WMDs, Women’s Forums



AZSecure Cybersecurity Analytics
Program (2010-present):

Secure and Trustworthy Cyberspace (SaTC)

PROGRAM SOLICITATION
NSF 21-500

REPLACES DOCUMENT(S):
NSF 19-603

National Science Foundation
Directorate for Computer and Information Science and Engineering
Division of Computer and Network Systems

Division of Computing and Communication Foundations
Division of Information and Intelligent Systems
Office of Advanced Cyberinfrastructure

SaTC, SFS, ACI

CyberCorps(R) Scholarship for Service (SFS)
Defending America's Cyberspace

Cybersecurity Innovation for Cyberinfrastructure (CICI)

PROGRAM SOLICITATION
NSF 21-580

REPLACES DOCUMENT(S):
NSF 19-521

National Science Foundation
Directorate for Education and Human Resources
Division of Graduate Education

PROGRAM SOLICITATION
NSF 21-512

REPLACES DOCUMENT(S):
NSF 19-514

National Science Foundation

Directorate for Computer and Information Science and Engineering
Office of Advanced Cyberinfrastructure



Azsecure Cybersecurity Analytics Program:

(1) Dark Web Analytics for studying international hacker community, forums,
and markets;

(2) Privacy and PII (Personally Identifiable Information) Analytics for
identifying and alleviating privacy risks for vulnerable populations;

(3) Adversarial Malware Generation and Evasion for adversarial Al in
cybersecurity; and

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open
Source Software) vulnerability analytics and mitigation.



THE INTERNATIONAL WEEKLY JOURNAL OF SCIENCE

At last — a computér program that
can beat a champion Go player PAGE 484

ALL SYSTEMS GO

CONSERVATION RESEARCH ETHICS POPULAR SCIENCE RE.COM/NATURE

SONGBIRDS SAFEGUARD WHEN GENES
A LA CARTE TRANSPARENCY GOT ‘SELFISH’
Illegal harvest of millions Don’t let openness backfire Dawkins’s calling l|
of Mediterranean birds on individuals card forty years on
PAGE 452 PAGE 459 PAGE462

i

9

nature doi:10.1038/nature16961

Mastering the game of Go with deep
neural networks and tree search

David Silver'*, Aja Huang'*, Chris J. Maddison!, Arthur Guez!, Laurent Sifre', George van den Driessche!,

Julian Schrittwieser', loannis /\ntonoglou‘, Veda Panneershelvam!, Marc Lanctot', Sander Dieleman', Dominik Grewe!,
John Nham?, Nal Kalchbrenner!, Ilya Sutskever?, Timothy Lillicrap!, Madeleine Leach!, Koray Kavukcuoglu?,

Thore Graepel' & Demis Hassabis'

natu re doi:10.1038/nature24270

Mastering the game of Go without
human knowledge

David Silver'*, Julian Schrittwieser'#, Karen Simonyan'#, loannis Antonoglou!, Aja Huang', Arthur Guez',
Thomas Hubert!, Lucas Baker!, Matthew Lail!, Adrian Bolton!, Yutian Chen!, Timothy Lillicrap!, Fan Hui!, Laurent Sifre!,
George van den Driessche!, Thore Graepel' & Demis Hassabis!

Al & Deep Learning: From AlphaGo to
Autonomous Vehicles (2012-5)

>

Hacker Web, AZSecure projects at
UA/MIS Al Lab (2010-present)

20



Al and Cybersecurity

* Al and Cybersecurity = not just

buzzwords e B
» Noted as a national security priority by NSF, i il
NSTC, and NAS.

ARTIFICIAL INTELLIGENCE AND
CYBERSECURITY: OPPORTUNITIES

° ROIe Of AI for CYbe rsecu r|ty : AND CHALLENGES

TECHNICAL WORKSHOP SUMMARY REPORT

1. Automate common cybersecurity |- o i et

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

tasks B A
2. Identify patterns in large datasets

21



Al for Cybersecurity — An Analytics Approach

Phase 1: Fundamental Phase 2: Data Phase 3: Al-enabled Phase 4: Knowledge
Cybersecurity Collection and Analvtios Usage and
Principles and Tasks Aggregation y Dissemination
4 ) 4 ) 4 ) 4 )
Description: Identify Description: Analyze
intelligence needs of e : collected data to Description: Mitigate
organization, critical ar%eg(;lré%:'?e?é\lgﬁ?gfgt q develop relevant, timely, threats and disseminate
assets, and their and actionable intelligence
vulnerabilities intelligence
J - J o J o J
4 A h ) h ) 4 ) 4 ) 4 )
trerr)lrc)jirr? acvuellrs\'é:atr)?lﬁt Data sources: internal Approaches: malware Approaches: manual
assessgr’n T assety network data, external analysis, event and automated threat
discoverv. diamond threat feeds, OSINT, correlation, ML, network responses, intelligence
m orgléllin g human intelligence science, DL standards, visualizations

- J - J - J - J
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MOVING TOWARD BLACK HAT RESEARCH IN INFORMATION

SYSTEMS SECURITY: AN EDITORIAL INTRODUCTION TO
THE SPECIAL ISSUE

By: M. Adam Mahmood
University of Texas at El Paso
mmahmood@utep.edu

Mikko Siponen
University of Oulu, Finland
mikko.siponen@oulu.fi

Detmar Straub
Georgia State University
dstraub@gsu.edu

H. Raghav Rao
State University of New York at Buffalo
mgmtrac@buffalo.edu

T. 5. Raghu
Arizona State University
raghu.santanam@asu.edu

Introduction I

The MI§S Quarierly Special Issue on Information Systems
Security in the Digital Economy received a total of 80
manuscripts from which we accepted nine for publication in
the Special Issue. To introduce the readers to the special
issue papers, we have chosen to digress from the tradition of
summarizing the papers in-depth and, instead, would like to
take this opportunity to encourage researchers to conduct

Black Hats Versus White Hats
Versus Grey Hats

What exactly is this white hat versus the black hat dichot-
omy? When making movies about the Old American West,
filmmakers made a symbolic distinction at times between the
good guys, wearing white hats, and the bad guys, wearing
black hats. If, for the sake of our basic theme, we can adopt
this distinction momentarily, we would like 0 go on to
asseverate that the information systems field is heavily over-
emphasizing research on white hats to the detriment of studies
on black hats. It is easy to see how this would, quite
naturally, occur. Scholars have better access to white hats,
although even here, white hat managers do not typically want
to share detailed information about their losses and have
responded in this manner for some time (HofTer and Straub
1989). Thus it is a readier access to data that has led infor-
mation security rescarchers to gravitate toward whiie hat
issues.

Whereas we could offer more extensive evidence of the
prevalence of white hat 1S research studies, a quick review of
the papers in this special issue indicates that only the paper by
Abbasi, Zhang, Zimbra, Chen, and Nunamaker attempts to
empirically represent the activities of black hats, but even
with this representation, we are at arm’s length from black hat
motivations and future dark plans.

We need to state unequivocally that our argument for more
emphasis on the black hat type of research in no way dimin-
ishes the contributions of the white hat papers in this special

WHERE DISCOVERIES BEGIN

FUNDING ~ AWARDS
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Discoveries

Discoveries

Search Discoveries

About Discoveries
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When hackers talk, this research
team listens

STATISTICS

Online conversations help fill critical gap in
cybersecurity knowledge about attackers' motivations,

possible targets
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NSF-supported researchers have shed new light on how
hackers communities interact.
Credit and Larger Version

October 8, 2015

ABOUT NSF

FASTLANE

Hsinchun Chen leads
a research project that
explores the
motivations of
cyberattackers,

Credit and Larger
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Dark Web Analytics:
studying international hacker community,
forums, and markets

*ACl, 2012-2017; SaTC 2013-2018; SFS-1, 2012-2018
* SaTC 2019-; SFS-2, 2019-

Secure and Trustworthy Cyberspace (SaTC)

PROGRAM SOLICITATION
NSF 21-500

REPLACES DOCUMENT(S):
NSF 19-603

National Science Foundation
Directorate for Computer and Information Science and Engineering
Division of Computer and Network Systems

Division of Computing and Communication Foundations
Division of Information and Intelligent Systems
Office of Advanced Cyberinfrastructure

CyberCorps(R) Scholarship for Service (SFS)

Defending America's Cyberspace

Cybersecurity Innovation for Cyberinfrastructure (CICI)

PROGRAM SOLICITATION
NSF 21-580

REPLACES DOCUMENT(S):

NSF 19-

521

i

National Science Foundation

Directorate for Education and Human Resources
Division of Graduate Education

PROGRAM SOLICITATION
NSF 21-512

REPLACES DOCUMENT(S):
NSF 19-514

National Science Foundation
Directorate for Computer and Information Science and Engineering
Office of Advanced Cyberinfrastructure



Thread
title

Instructions on
how to create
malicious
documents
Author related
information

xnmon files to host or exploit
ough & browser plug-in. In regard:
to Adobe Systems release of the speciic

Most enterprise networks perimeters are protected and contain several secunty d mechanism that block thre:
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Selected data breaches in 2014

Yahoo confirms: hackers stole 500 million

account details in 2014 data breach

Victim Date Ramification

Target 2013.12 40M credit/debit cards; 70M customer records;
46% drop in annual profits (seller: Rescator)

Neiman Marcus 2014.3 282K credit/debit cards
Sally Beauty 2014.3 25K credit/debit cards
P.F. Chang 2014.6 8 month of customer data from 33 stores
J.P. Morgan Chase 2014.8 83M accounts
UPS 2014.8 51 stores customers
Dairy Queen 2014.9 395 store systems —
Home Depot 2014.9 56M credit/debit cards
Jimmy Jones 2014.9 216 store systems
Staples 2014.10 51 store systems

Are your data breached? Do you even know?



Data Breaches since 2005 (FTC, Clearinghouse, 2019)

* # of records breached: 11,582,808,013
* # of data breaches: 9,071

Number of Records Breached Every Year from 2005 to 2018

Mumber of Records

1,313,623,927

447,901,379
298,766.8

Reported Year

318,837,458

| 2016 Data Breach

1. Yahoo!
2. FriendFinder
3. MySpace

: 3.5B user accounts
: 412M user accounts
: 360M passwords

1,371,001,709

27




Hacker Community Platforms — “Know your enemy”

Hacker Forums

Discussion board
allowing hackers
to freely share
malicious tools
and knowledge

DarkNet Markets Carding Shops

eam Marke M. Bin
Established 201
Markets Shops selling
facilitating the sensitive
sale of illicit information
goods (e.g., new (e.g., credit
exploits, drugs, cards, SSN’s)
weapons)

US —> cybercrime and general hacking
Russia = underground economy, financial fraud
China > cyberwarfare content

IRC Channels

Plain-text IM

service
commonly used
by hacktivist
groups (e.g.,
Anonymous)

28



MIS MIS Quarterly Vol. 43 No. 1, pp. 1-22/March 2019
Qé}rterly

DICE-E: A FRAMEWORK FOR CONDUCTING DARKNET
IDENTIFICATION, COLLECTION, EVALUATION WITH ETHICS®

Victor Benjamin

Darknet Collecti ) . .

Identification -oflection Evaluation Ethics

d Creating a Secure . Web Crawler Setup d Content Analysis O Research on Private
Research for Darknet O Network Analysis Communities
Environment S Research | O Cybercriminal .| 4 Circumventing

O Keyword Searches [—/| U Parsing Collected | Asset Analysis E\r Anti-crawling

dJ Snowball Webpages d Underground O Masking
Collection Economy Analysis Researcher Identity

J Deep Web Hidden O Researcher
Services Interaction

Figure 2. The DICE-E Framework




Identify Hacker Assets/Tools

Sagar Samtani (JMIS, January 2018)

iQ Routledoe
Journal of Management Information Systems

JMIS

E

ISSN: 0742-1222 (Print) 1557-928X (Online) Journal homepage: http://www.tandfonline.com/loi/mmis20

Exploring Emerging Hacker Assets and Key
Hackers for Proactive Cyber Threat Intelligence

Sagar Samtani, Ryan Chinn, Hsinchun Chen & Jay F. Nunamaker Jr.



Hacker Asset/Tool Examples

' |L_[Delphi] Noob Botnet Construct | Exploit Name

just 3 old snippet by me which shows one of a possible construct to code a bot in delphi. enjoy it &

Code:

program autosStart;

w

es, WinProcs, WinINet, URLMON;

"
14
I
b4

Code to
Execute ) B ) )

{ =ereeeennns Installation Konfiguration--««-ecececccccnrernccccnceccecsrecccncnnns }
Exploit iinterval: Integer = 3@; // Angabe in Sekunden

TRegistry;
D&

Figure 1. Forum post with source code to create botnets

08 08 2014 4= Post Date

’ Pos
.’./
’ \ M guys. 1 found the sublect pubished, these are
-, i\ J Uy i ™ - Ot PUuDashed a8 |
J two grabbers who already know
4
'rl_y.‘); .
- hl ! ] y
(7]
Doter v2

Description of|
Attachment

-

Figure 2. Forum post with BlackPOS malware attachment

Tutorial] MabGous Documents — PDF Analysis in 5 s(cpsl& Thread

Author related

information

title

Instructions on
how to create
malicious
documents

Stevens.

Figure 3. Tutorial on how to create malicious documents

Mass mading or targeted campaigns that use common files to host or xploit code have been and are a very popular vector of attack. In other words]
document recened via e-mall or opened trough & browser plug-in. In regards to malicous POF files the securty Industry saw & significant increase of
ha¥ of 2008 which might be related to Adobe Systemns release of the specffications, format structure and functionality of POF files.

Most enterprise networks perimeters are protected and contain several security filters and mechantsm that block threats. However & malidous POF d
very successful passing trough Firewalls, Intrusion Prévention Systems, Antl-spam, Anti-virus and other secuntty controls. By reaching the victm mail
leverage socal engineering techniques to lure the user to dick/open the document. Then, for example, If the user opens a PDF makdous file, it typi)
exploits 3 vulnerability when Adobe Reader parses the crafted file. This might cause the application to corrupt memory on the stack or heap causing
as shelicode. This shelicode normally downloads and executes a makcious file from the Internet. The Internet Storm Center Handler Bojon Zdrmja wi
of these shelicodes. In some drcumstances the vulnerabilty could be exploted without opening the file and just by having a malicious file on the har
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AZSecure Hacker Assets Portal System

| . | |
, Data Collection l
| . | |
, and Analytics | !
| | |
| | |
| | |
| | |
I I ioi I
| ' il |
| | |
I | Browsing Searching Downloading |
I B (‘
I "\\ n‘/-\

\,;,‘ \_6 I [ ]
! ; System Analytics
| Latent Dirichlet Allocation (LDA) and | PR — T P
| Support Vector Machine (SVM) Analytics | =
B T +
I I z (c) Ke KH.Yat:kt;n‘»
I I (b) :\:::;:ii:";"d r : - v(?or;:::l‘;::s

features

' N . rie
: N ) : | v
I . \ ’ I AL1|AZSecure Hacker Assets Portal :

987 tutorials, 15,576 source code, and Cyber Threat Intelligence VirusTotal Malware Analysis
:— 14,851 attachments : Dashboard
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AZSecure Hacker Assets Portal (English, Russian, Arabic)

Forum Language Date Range # of Posts Meiol:ers # oizz:rce atta:th:ents # of tutorials
OpenSC English | 02/07/2005-02/21/2016 | 124,993 6,796 2,590 2,349 628
Xeksec Russian 07/07/2007-9/15/2015 62,316 18,462 2,456 - 40

Ashiyane | Arabic 5/30/2003 -9/24/2016 34,247 6,406 5,958 10,086 80
tutsdyou | English | 6/10/2006-10/31/2016 | 40,666 2,539 - 2,206 38
exelab Russian | 8/25/2008 —10/27/2016 | 328,477 13,289 4,572 - 628
Total: - 02/07/2005-10/31/2016 | 590,699 | 47,492 15,576 14,851 987
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Cyber Threat Intelligence (CTl) Example — Bank Exploits (e.g., BlackPOS)

Count of Exploit Type
-

Attachment Mame

AZSecure Hacker Attachment Dashboard

Exploit Types Over Time Year

ar Posted

Key Hackers Based o

EXPIONTT..

.
S

= eCodet [ ad
k3lvan.S sadeghtarget™
smnyzbe notix EN D:'%R-: king_rDevi M

aiedSoft

I8 IAZ_Secu re Hacker Assets Portal

Count of Exploit Type

Aftachment Name

AZSecure Hacker Attachment Dashboard
Exploit Types Over Time Year

e a

Exploit Type

B system

Year Posted

Attachment Assets Key Hackers Based on Frequency of Assets

Exploit T.. 2
Attachment Name System
EBlackpos.rar
[Carbongrabber.rar
encrypt 0 av.rar
ake av online.rar
IEaI\e avrar

akea v2.rar

java.rar
lzeus capicha.rar
zeus robot cpanel.rar

L1|AZSecure Hacker Assets Portal
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Cyber Threat Intelligence (CTl) Example — Mobile Malware

AZSecure Hacker Attachment Dashboard

Exploit Types Over Time Year

Exploil Type
£

Count ol E

Attschment MName

Year Posted

Attachment Assets Key Hackers Based on Frequency ¥ Assets

Exploil T.
Attachment Name Maobile

AndroDumpperzip
Android Apps Security pdf | |

dordastMehran

BH-HACKER
Cladiator Amlr—ght

JaT i of

Developme [ ]
AndroidPayload-masierzip
CreeHackv1.2 rar
DecOde android .rar
dechde android part2 par.
declde android part2 par.
decOde android part2 par,
GameCIH rar

GameKiller 3. 11.rar
Mobile-Exploitation part1
Mobile-Exploitation pari2

remove windows pass wit |
remove windows pass wit | ]
remaeve windows pass wit ]
remave windows pass wit | I

L1|AZSecure Hacker Assets Portal

iploil Type

ount ol E

Aftachment Name

AZSecure Hacker Attachment Dashboard

Exploit Types Over Time Year

Year Posted

- Attachment Assets Key Hackers Based on Frequency of Assets

Exploit T.
Attachment Name Mobile

CreeHack v1.2 rar
GameCIH rar 2

GamekKiller 3.11.rar

BH-HACKER

L1 AZSecure Hacker Assets Portal
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Labeling Hacker Exploits for
Proactive Cyber Threat Intelligence:
A Deep Transfer Learning Approach

Benjamin Ampel (MISQ, 2" Round))



Literature Review: Hacker Forum Exploit Analysis

Year Author 1. Data Source | 2. Data Type Used Analytics Identified Exploits 3. Purpose
2019 [Schafer et al. General purpose |Forum titles, users, message, topic, SNA, LDA Leaks, botnets, DDoS Trend identification
forums keywords
L General purpose |Post content, attachments, source . |Rootkit, XSS, SQLi, DDoS, shellcode, |Darknet identification,
2019 [Benjamin et al. . OLS Regression |, . . .
forums code, keywords, reputation drive-by collection, evaluation
bo18 IWilliams et al. General purpose [Sub-forum name, author, post LSTM Crypters, keyloggers, RATs, DDoS, Exploit categorization
forums fcontent, attachment metadata SQLi
F Twi P T I Trojan, Wi Appl X .
b018 |Goyal et al. orums, Twitter, [Post content, Tweet content, blog LSTM, RNN rqjar-l, indows, Apple OSX, Cyber attack prediction
Blogs content phishing
B keyl I
2018 [Deliu et al. Nulled.IO leak IPost content SVM, CNN r;(;c?kei:’ crypter, keylogger, malware, Exploit categorization
. G | IPost content, assets, thread, author, . o
2017 [Samtani et al. eneral purpose Jrost content, assets, thread, author, LDA, SVM Crypters, keyloggers, RATs, botnets |Exploit categorization
forums source code
b017 |Grisham et al. General purpose |Post content, date, author, role, RNN Mobile malware Malwa.re identification/
forums attachments Proactive CTI
2017 [Deliu et al. Nulled.lO leak SVM, LDA Backdoor, botnet, crypter, DDoS, Exploit categorization

IPost content

exploit, malware, password, rootkit

e Key Observations:
1. Studies focus on general forums, but not exploit DNMs or public repositories.
2. Although source code contains valuable information, many studies omit them from analysis.
3. The most common task is to categorize post content by exploit category.
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Proposed Research Design

Data Collection Pre-Processing Deep Transfer Learning Exploit Labeler Evaluations and
and Dataset (DTL-EL) Model Visualization
Wil . Source Domain Target Domain
CO n St ru Ct I O n | Output: Exploit Label | | Output: Exploit Label |
Benchmark Comparisons
le wh . Softmax Layer
Programming 70.00%
Language CIaSSIerr Ci  Step 2: Pre-initialization 50.00%
1+ [ X X Step 4: (@ ® @] o 000%
Traditional Hacker ! Lt h T Layer B — § 000
Forums ’:929 "EF_’ ’2’2’ = > ’Z’Z’ A & 30.00%
Remove stop words, BILSTV Layer BILSTM Layer sistaas La;r E
macos cfprefsd Arbitrary File Write / Local Privilege Escalation Exploit 00%
e IOW frequency | Convolutional Layer | Convolutional Layer )—'| Convolutional Layer | 10.00%
words, and * 000
. Accuracy Precision Recall
lemmatize " ' @@@ > " ' Metrics
W. W W W W] W; W3 W" W. W W W
'Word Embeddlngs Word Embeddin, Word Embeddlngs
v

Exploit DNMs

"~ Sophos VPN Web Panel 2020 Denial Of Service

Sophos VPN Web Panel 2020 denial of service proof of concept exploit

Tokenizer and
Sequence Padder

Step 1: Explmt Metadata

Training

Step 3: Exploit Source Code

Step 5: Explont Source

Training

Code Training

y

o

Public Exploit
Repositories

Gold-Standard
Dataset
Construction

Experiment 1:
DTL-EL against
prevailing
classification
methods on
source domain

Experiment 2:
DTL-EL against
non-transfer
learning
approaches on
target domain

Experiment 3:
DTL-EL against
transfer learning
layer selection
on target
domain

Visualized Attention
Comparlson

ef send req ent randomrandint payload fi

nt winx rv gecko firefox accept text javascript html application xml acceptlanguage trir
trgenus el encoding gzip deflate xrequestedwith xmlhttprequest

ion rc contenttype json gharsetutficonnection close cookiecookie if
want e dd added requestssesslon imple

xprototype:

phttp hostportpath hoststr replace m pathstr try see magic quotes gpc enable
packetget pmobile dwnldphppg e testinc http packetuseragent shareaza yeoom
packethost hosirn packetconnection closernrn show testhttp
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Results and Discussion: DTL-EL Model

Percentage

70.00%

60.00%

50.00%

40.00%

30.00%

20.00%

10.00%

0.00%

Experiment 2: Internal against non-transfer learning

Accuracy

approaches on target domain

il

F1

Precision

Metrics

Recall

| Naive Bayes

M Logistic Regression
XGBoost Decision Tree
SVM

HRNN

H GRU

W LSTM

H Bi-LSTM

H Bi-LSTM w/ Attention

B DTL-EL

Experiment 2: Internal against non- Results

transfer learning models
Model Layer Weights |Accuracy |Precision |Recall F1
Naive Bayes Random 8.59% *** 118.09% *** |15.08% *** |16.45% ***
Logistic Regression |[Random 37.16% *** 35.13% *** |38.85% ***|36.9% ***
XGBoost Decision  |[Random 47.65% *** |48.87% *** |30.06% *** [37.22% ***
Tree
SVM Random 48.72% ***|37.98% *** |27.38% *** 31.829% ***
RNN Random 57.64% ***|62.89% *** |53.93% *** |57.62% ***
GRU Random 61.34% ***|64.06% *** |59.27% *** |62.09% ***
LSTM Random 62.39% ***|65.77% *** 160.49% *** |63.429% ***
BiLSTM Random 63.05% ***|67.56% *** |59.71% ***|63.21% ***
BiLSTM w/ Attention |Random 63.38% ***|66.04% *** |61.88% *** |64.02% ***
r?;'aeEI;‘ (©ur franstered —oc 170, l6g.25%  64.99%  |66.61%
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Case Study: System Integration
Hacker Exploit Dashboard

* Hacker exploit source code can be input
for classification with attention weights. Label Your Exploit

Fickcvour Hode: Select a model (DTL-EL

or non-DTL) and input
an exploit

DTL-EL

* The system applies a DTL-EL label upon
the CO”eCtIOn Of new haCker forum Input code snippet here:
teXt’ prOVIdIng real-tlme |nf0rmat|0n to SELECT Userld, Name, Password FROM Users WHERE UserId = 105 or 1=1;
researchers.

e APIs allow for forums to be downloaded in

Our model thinks this is a SQL Injection <= Model output

their entirety with related programming select -name -user5<- Attention weights of the model output
languages and exploit labels for source
code. select [IEERAName [users

Figure 16. Hacker Exploit Portal For Further Analysis
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Detecting Cyber Threats with Al Agents:
Multilingual, Multimedia DNM Content

Reza Ebrahimi (JMIS, MIS, IEEE PAMI)



Detecting Cyber Threats with Al Agents

* Intelligence Source: Dark web

* Alarge conglomerate of platforms that facilitate illegal transactions among
hackers

* DarkNet Market Places (Amazon for illegal products; hidden from
search engines) = Attract cybercriminals

* Hacker Assets: Hacking tools (Remote Access Trojan); malicious executables;
hacking tutorials

* Non-Hacker Assets: Digital goods (credit card information); copyrighted
software; pirated e-books; counterfeits; drugs; forged documents



Dark Net Marketplaces (DNMs)

PayPal - Scam Page (Phising site) [Looks Great]

Other 654

Drugs Paraphernalia

Services 3835

Other 3370
B Exchange

BTC 1.0
mBTC 1000.0
uUsD 16088.0
EUR 13729.3
GBP 12040.6
CAD 20552.8

AUD  20758.8
SEK  134094.9
NOK  130044.7
DKK  102160.3
TRY 61054.5
CNH  105455.4
HKD  124855.0
RUB  931264.5
INR 1030953.6
JRY 1822398.0

Onion mirrors

t3ebly3uoif4zcw2.onion
verified @

jdéyhuwcivehvdt4.onion
t3e6ly3uoif4zcw2.onion
7Tep7acrkunzdcw3l.onion
vilpagbrnvizecjo.onion
igyifrhnvxq33sy5.onion
6qglocfg6zqg2kyacl.onion
x3x2dwb7jasax6tq.onion
bkjcpa2klkkmowwgq.onion
xytjgcfendzeby?22.onion
nhib6cwhfsoyiugv.onion
k3pd243s57fttnpa.onion

19 20

Hacking For Newbies

$0.0000621
HappyEyes (5200) (4.79 w)
WW —~ WW
Premium Carding Package

$0.0003107
OnePiece (7400) (4.83 %)
PH - WW

Go to Windows updates anonymously
B80.0000621
HappyEyes (5200) (4.79 w)
WW — WW

- Windows 10

PayPal - Scam Page (Phising site) [Looks Great]

$0.00031
MicroDroper (2350) (4.91 %)
WW - WwW

44 45 46 47 48 49 50 51 52 53 54 ()

731986-Hacker's Desk Reference

B80.0094864
color (8000)/4.76 w')
B - WW

6 BITCOIN RANSOMWARE EA
SYSTEM

MONEY

B80.0003107

TheWealthMaker (1550)
(4.78w)
WwW - wWw

5
HACK ANYOWE USING THEIR IP ADDRESS

B80.0002486

TopNotchMoneyMaker (4500)
(4.74%)

WwW - WwW

5

PASSWORD MANAGER KIT

Mm

$0.0001224
ElCartel (1800) (4.86 %)
wWw - Ww

Vendor MicroDroper (2350) (4.91y¢) (@ 67/1/3)€~—
Price B0.00031 ($4.99)
Ships to Worldwide, Worldwide
Ships from PM
Escrow Yes

Product description

You will get all files for build phishing PayPal site. Look perfect.

Seller

Price

Product
Description

We are not include support to the product, so if you have 0% knowledge about site

building and php - please do not make an order.

Shipping options

B80.00 ($0) You will get download link

Quantity

Product Reviews

Pr§duct ratings

1 Add to cart |

53d W w wowowe Enter your comments here
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Essay |: Learning From Unlabeled
Cybersecurity Content gmis, March 2020

 Learning from examples = supervised by human-labeled data = Expensive!

* Unlabeled data improves cyber threat detection with transductive learning

theory

Data Collection

Market Identification

!

Dark Net Market
Crawler

\

DNM Webpages

r

~
Parsing and Storage

J

HTML Parsing

\

/JL\
N~

DNM Repository

Preprocessing and
Labeling

English DNMs

N~

J

Preprocessing

'

Semi-supervised
Labeling

Expert Labels

Threat Identification
and Ranking

~

Deep Bidirectional
> Long Short-Term

Structural Heuristic

Contextual Heuristic

Transductive SVM

Y

\

Hy
( cture ristic)
Classification H,
> Performance (Keywor d Matchi )
Evaluation

* Significantly decreased reliance on human supervision
for cyber threat detection.

mln (—Ilwll2 + —Z Iy w'x;) + f(J’iI-WTx;"})

\ /

subject to: EZ max(0, sign(w”x;)) o r




Essay II: Learning from Heterogeneous

Cybersecurity Content (misq, Forthcoming)

* Cyber threat detection in non-English content = lack of non-English training data

* Transfer cyber threat knowledge from high-resource English platforms to non-
English ones with transfer learning theory

Data Collection and
Pre-Processing

"RUSSIAN SILKROAD
LR

Platform Identification

Cross-Lingual
Hacker Asset
Detection (CLHAD)

Performance
Evaluation

[Obfustated Content Crawlingl

CLHAD Stage 1:

Adversarial Deep
Representation
Learning (ADREL)

Gold-Standard Dataset
Construction

Explanation and
Detected Hacker
Assets Profiling

) |
‘ Data Pre-processing | CLHAD Stage 2:
Text Representation
Classification

Dark Web Content
Repository

(Hacker Asset Detection)

Equilibrium Identification

IM\“‘;W
H T
[ -

Results Explanation

]

Z~Pz (noise)

L
'E 4Step1

Synthesized Samples

Conventional GAN

Step3»

stepZD[ 0/1 (Real/Synthesized?)

Lp

4Step3

Step 20

Language-specific Text Representations

RNE

IREH
[ Jown [

,
y
,
~np -~
RVES L Rem

Lp

( 0/1 (English/Non-English?)

ADREL

Step4b

—

Benchmark Evaluation

" Detected Hacker Assets

Profiling

mGin max V(D,G) = E [logD(x)] +E,[log(1 = D(GC@N]| | &

Equilibrium: D cannot distinguish synthesized from real data.

Egen[log(1

min,_ max V(D,6",6") = Epne[log(D(G™ (R"*)))] +
' _ D(Ge'”'(Re”)))]

'Equilibrium:D cannot distinguish the source from the target language.

 Significantly decreased reliance on human
supervision and outperformed machine translation.

Lass Value
Sooo e
O b B B DS P B
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Essay lll: Learning from Heterogeneous
Cybersecurity Content (IEEe TPAMI, 27 Round)

* Learning from two domains (multilingual text, source code, image representations)

* Align different data distributions & feature spaces with domain adaptation theory

Source Domain Source Encoder Lea(n\ﬂ%

__________________________ D\c{\oﬂaN
_’r Source Embedding E Sha(ed Combrrod

Classification Loss in
Source and Target

T
e Nonparametric Shared B
L |< Shared Dictionary Adversarial Kemel [lR&l_ L4 Classifier
DL Learning Matching

Target Embedding

fSarial
€n he/ M
dlchin
8

Target Encoder

Target Domain
B @)= : Labeled Source Domain Data O OA : Unlabeled TargetDomainData @ WA : Labeled Target Domain Data

min ||P$XS — DR5||3
PS,Pt,D,RS,Rt
2
+ [|[PtXt — DR[| + AR|l;; s.tlldill, <1
I
Network N aligns the Network M
distributions to fool distinguishes the
Network M distributions
(Minimize MIMD) (Ma)umlze MMD)
RN

Network N

Tra nsformed A
Source (R ) ﬁﬁ / (

Transformed

Target(R) ¢9 ( )

Feature—Allgned Representations
in Common Feature Space

D|str|but|on-a||gned

Representations

\\ /
™. NetworkM
. /

W

GbeM()

o, (Do, (RS)

\ Po,, (Poy (R

Prad

\‘ MMD Distance

DSM()

* Enables heterogeneous data analytics (multilingual

text, images) in any online market.
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Privacy and PII (Personally Identifiable
Information) Analytics:

identifying and alleviating privacy risks for
vulnerable populations

(SaTC 2019-; SFS-2, 2019-)

Secure and Trustworthy Cyberspace (SaTC) CyberCorps(R) Scholarship for Service (SFS)
Defending America's Cyberspace

PROGRAM SOLICITATION

NSF 21-500 PROGRAM SOLICITATION
NSF 21-580
REPLACES DOCUMENT(S):
NSF 19-603 REPLACES DOCUMENT(S):
National Science Foundation NSF 19-521
Directorate for Computer and Information Science and Engineering National Science Foundation
Division of Computer and Network Systems
Division of Computing and Communication Foundations Directorate for Education and Human Resources
Division of Information and Intelligent Systems Division of Graduate Education

Office of Advanced Cyberinfrastructure
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Exploring Privacy Risk of Exposed Digital
Personally Identifiable Information (PIl): A
Neighbor Attention-Based Approach

Fangyu Lin and Hsinchun Chen



Data Breaches since 2005 (FTC, Clearinghouse, 2019)

* # of records breached: 11,582,808,013
* # of data breaches: 9,071

Number of Records Breached Every Year from 2005 to 2018

Mumber of Records

1,313,623,927

447,901,379
298,766.8

Reported Year

318,837,458

| 2016 Data Breach

1. Yahoo!
2. FriendFinder
3. MySpace

: 3.5B user accounts
: 412M user accounts
: 360M passwords

1,371,001,709
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Surface Web

Deep Web

Dark Web

DarkNet

Hacker Web

Revealing and Protecting PII:
From Dark Web to Surface Web

g v
o ol 2
i ’-:’-:.J..J 1'....\.4:.
7 W T nnmunn m L -mnmumm m WS
..-‘ Google mmm— == g ﬂ-.

Academic journals

Terrorist acts

Stolen credit cards

lllegal porn Political dissidents



IRB, HIPAA, GDPR, PII
=» Cybersecurity to Privacy
=>» Michael Bazzell + From Dark Web to Surface Web

OPEN SOURCE HIDING FROM
[INTELLIGENCE THE INTERNET
TEC H N I w ES ELIMINATING PERSONAL ONLINE INFORMATION

1 FOR I\k HIN
\ l / » ONLI I.\H)Rv.\ll\»\

é ,;f/ n
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Dark Web Intelligence Sources (May, 2021)

Source Description Size* Promising Attributes
Stolen Account Stolen social media and e- 25 billions | Username
Collection mail accounts Password
Stolen Credit Card | Stolen credit and debit card 832 Full name
- Tormarket owner information thousands | Country

* No card number State
City
Zip
Stolen SSN - Personal information of SSN 5.75 Full name
Buyssn owners millions |[YOB
*No SSN City
State
Zip
Country

52



“Passwords are like underwear...
change often, don’t share...”

Stolen Accounts Popular Passwords
E-mail Rank| Passwords Numbers
Rank| Domains | Numbers |Percentage 1 123456 3.370,644
1 yahoo..com 244,769,117 20.41% 2 123456789 1,187,812
2 hotm'all.com 182,564,724 15.220% 3 Homelesspa* 546,648
131 gr:qaz;:l Crzm 19003'347315’679991 3222 4 password 222,529
5 aol.com |44,830,568| 3.74% > abcl23 >16,091
6 | vyandexru |[36,336,003| 3.03% 6 | passwordl 435,753
7 | ramblerru |23,521,080| 1.96% / 12345 382,970
8 | hotmailfr |16,571,495| 1.38% 8 qwerty 376,099
9 web.de [12,918,595| 1.08% 9 12345678 357,654
10 live.com |11,661,375| 0.97% 10 1234567 287,453
11 msn.com |11,248,354|  0.94% 11 | 1234567890 252,929
12 gmx.de 10,800,404 0.90% 12 111111 236,852
13 | 163.com |10,492,032| 0.87% 13 iloveyou 211,593
14 bk.ru 9,416,062 | 0.78% 14 123456a 205,807
15 yahoo.fr 8,886,223 0.74% 15 123123 191,450
Total ; 817,823,522 68.18% Total - 9,082,284
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AZSecure Privacy Portal Design

Breached Data Collection

Data Breach Monitoring System
and Breached Data Collection
* Stolen SSN collection
e SSN Shops
* Stolen Card Collection
e Carding Shops
* Stolen Account Collection
e Database Sharing and
Marketplace Forums

o

Breached Data Management

‘ mongoDDb

Portal Backend

Data Retrieval from DB

<

(PSEs) API Integration and
PIl Extraction

|
|
I People Search Engines
|
|

-

Entity Resolution

Multi-Context Attention
(MCA) Model

-

Privacy Risk Score
Calculation

| <O\

Figure 1. AZSecure Privacy Portal Project Overview

()LifeLock

Relentlessly Protecting Your Identity”

Portal Frontend

Functionalities

il

Privacy Risk
Assessment Report
| _E) Data Breach List
’ Protect Yourself
Data Breach
Notification




Search in AZSecure Privacy Portal

About Notify Me Data Breach List Protect Yourself FAQ

@ AZSecure Privacy Portal

Search. Know. Act.

SEEET A Lee Katchen 16510 Search

We found 2 results in our breached records:

e katchen o katchen Matching records are returned, and the user can select the
Phone number: unknown Phone number: §31-***-***% Co rrect results.

Birthyear: 1968 Birthyear: 1948

Source: BuySSN Source: TorMarket

None of these profiles match.

Figure 5. A mock-up response when records are found
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Return Exposed Pl

Your information has been compromised in 1 breach:
TorMarket

What was compromised? phone number, address, birthday,
home town, current town, job details, relationship status,
political views, religious views

88%
I ~\

Your privacy is at high risk compared to others in your age group.

Your privacy risk score is 8.8

Find out what this score means here.

How do | protect myself? Find out here.

Figure 9. Mock-ups of a comprehensive exposed Pl profile

Result from our database:

TorMarket

Leaked Attributes

name: lee katchen | zip: 16*** | address: 1234 Ma********** | jobDetails: carpenter | relationshipStatus: married |
politicalViews: moderate | religiousViews: buddhist | birthyear: 1948 | phoneNumber: 631-***-%** | cjty: gp*+i*

Results from surface web search engines:

MCA TF/IDF
Matching Matching
Leaked Attributes Results® Results

Zabasearch  name: Lee R Katchen | state: Pennsylvania | address: 5551 Friss® | hirthyear:
1948 | phoneNumber: 814 - | cjty: Fices

Anywho name: Lee R Katchen | state: PA | address: 1024 Ap*****#&x&* | cify: Erixsss
phoneNumber: 814-##%-xtxx

Anywho name: Lee R Katchen | state: PA | address: 3747 Bi******=x* | Age: 52 | city: Er*+#*
| phoneNumber: 814-### .

Anywho name: Lee R Katchen | state: PA | address: 3747 Bi********** | city: Er****** | Age: 52
| phoneNumber: §14-***-*ix
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AZSecure Cybersecurity Analytics
Program (2010-present):

Secure and Trustworthy Cyberspace (SaTC)

PROGRAM SOLICITATION
NSF 21-500

REPLACES DOCUMENT(S):
NSF 19-603

National Science Foundation
Directorate for Computer and Information Science and Engineering
Division of Computer and Network Systems

Division of Computing and Communication Foundations
Division of Information and Intelligent Systems
Office of Advanced Cyberinfrastructure

SaTC, SFS, ACI

CyberCorps(R) Scholarship for Service (SFS)
Defending America's Cyberspace

Cybersecurity Innovation for Cyberinfrastructure (CICI)

PROGRAM SOLICITATION
NSF 21-580

REPLACES DOCUMENT(S):
NSF 19-521

National Science Foundation
Directorate for Education and Human Resources
Division of Graduate Education

PROGRAM SOLICITATION
NSF 21-512

REPLACES DOCUMENT(S):
NSF 19-514

National Science Foundation

Directorate for Computer and Information Science and Engineering
Office of Advanced Cyberinfrastructure



Azsecure Cybersecurity Analytics Program: Looking
into the Future

(1) Dark Web Analytics for studying international hacker community, forums,
and markets;

(2) Privacy and PII (Personally Identifiable Information) Analytics for
identifying and alleviating privacy risks for vulnerable populations;

(3) Adversarial Malware Generation and Evasion for adversarial Al in
cybersecurity; and

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open
Source Software) vulnerability analytics and mitigation.



For questions and comments

hchen@eller.Arizona.edu
http://ai.Arizona.edu
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