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* Dark Web forums offer members e \We have developed
of extremist and terrorist groups a systems supporting the

medium to communicate large-scale collection, — - s —_— :
e Information contained within search, and analysis e
Dark Web forums represents a of Dark Web forums, —_— s
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significant source of knowledge specifically addressing
for security and intelligence the needs of security
organizations. analysts.

2l uSU 2ig IVl 29201 u.ISuSIJI 25920J1 anlS zpackiaiol | puwl

Saiioll oy o 315 ]| soic]

ol Aty gl ale ally W1 2043 Ly

3ol yuaiina)] G SUiio (] b Mpaws mi‘
il gall B iy s 5 1) Ll o dilall 8 AS Lially i 13) Uik Bahcdally Simedily a6 (o U8 sty LaS Uk Boiadally el aginit) Ailon B3 asS301 o cogdiball W) oty ol Cull€ 1] cag S0 L3 g Sgong D
slinl i i g il 5l 3 Juail £

File

1. Collection | AZ Forum Spider " AZForum Spider | ¢ TR T S R

URL Region  |Type  [Last Spidered|Status
* Koy ait Chat hittpo: e kusvaitchat .netins gsd Arakic 2 2006-06-11 active o
8 |Hatach Agza hittp: v kataebansa.orciil Arahic 2 2006-06-11 active
58 |Majahid hittp: i mojahic.netib) Arabic = 2006-06-11 active plete
B0 |[iWwhite Revolution kit ehiterey olution . comiforums Domestic 2 2006-05-11 active
E1 |Foros e . L wtiaded 1 4461 Sa=foroz |Spanizh E 2006-08-11 inactive
52 Al Sak ° 4] Arabic 2 2006-06-11 inactive
- B3 |lzlam e php Arahbic 5 2006-08-11 cti
0ve rVI ew B4 |Aloks FO r u | I | LI St Srahic |2 2006-06-11 __|active
E5  |3Asth Arabic 2 2006-06-11 i
DFS) traversal for crawl space URL - =_— =
57 |[Wanadoo 4135 http: ifforos swanadoo esiforoswizervietiverForoTforo=... |Spanish L5 2006-06-11 i
= O E&  |Mationalist http oy Niationalist oroforuminde:: phg Domestic |5 2006-06-11 i
't rl Z n r m I r . 69 [Sanid Daeyat ity ffsasid.netidasyatindzx: itm Arabic |6 2005-06-11_|activ
O r e rI n aS e O n to e n S a n C O r 70 |lzlamic Avakening |httpciforams islamicameakening.comm! Arabic 2 2006-06-11 active IF P ort Type Latency ||
) 71 |[Wanadoo 414 http ifforos swanadon esforosywizervietverForo™foro=... |Spanish [i] 2006-05-11 i 1261121358108 [3127 ANONYMOLE 546 HPS
72 |ALF2 bt v vebioroups ussfanimalliberationrant! Domestic |4 2006-06-11 activ L 128.112.139.71 3127 Anonymous 265 =
. . . 73 |wiasatyah it /vy wasatyah.comdvbindes php Lrabic |2 2006-06-11 inactive | | M2ai1213972 13127 |Snomymous 342 i
O r a r e O ru m S IS 'tO a SS I S't I n . 74 |mhwask ity oo abrvash, et v Arabic 2 2006-12-01__acti 128182101 217 [3127 | Ananymous 289
tex‘t a n I n eve S 75 Hawas ity iffarum haveastvrar Id.com Srabic 2 2006-12-01 acti 1282084197 (3127 |Anonymous R
y L] 76 |Gheed hitp: ifheed forumsplace comtiesforum phpef=14 Atahic 2 2006-12-01 i P = L s, S i
77 |&lDarr ttp: ey aldorr comivbindes: php? Zrabic |2 2006-12-01 |activ 4] ] 4
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Communica’tions and other content distribute collection and increase reliability. Collection
of interest. e Website wrappers are utilized to identify Statistics
Major Functionality updated content for collection, allowing for T
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e The Arizona Forum Spider uses incremental spidering. o
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2. Search | AZ Forum Portal, Sentiment Analyzer

The Arizona Dark Web Forum Portal is a centralized repository of Dark The Arizona Sentiment Analyzer is a web-based portal for the
Web forum communications. The goal of the portal is to provide analysis of opinions and emotions expressed in Dark Web
the functionality to browse, search, and analyze the Dark Web forum communications, to enhance the understanding of forum

forum collections. The current portal contains more than 2.5 million communities and participants. For the security analyst, the
messages across 7 forums. IF TP portal eases the acquisition and consumption of knowledge

_ _ _ discovered in sentiment and affect analyses of Dark Web forum
Major Functionality o pors communications.

The Arizona Forum Portal allows users to view detailed information about different users and threads of particul

Help forum and message board data from the Arificial Intelligence Lab and presents into a clean and understandab o AZ SentimentAna\yzer

e The Arizona Dark Web FOrum | mems s sscanmn  amssemmmmssienseen

you selected. You can also conduct further

Portal provides functionality Major Functlo.n.allty - Pk ot
T _ e Forum-level statistics % iy

0 &g N i ENEES @ Forum e characterize sentiment

Dark Web forums within a Statistics '\> = and affect expression of

centralized repository. the community, for easy
o Forum-level statistics and comparison among forums
graphical depiction of posting ¢ Analysis across various
activity over the forum lifespan

dimensions, featuring
o Facility to browse forum impactful visualizations

+home | +about | contact

Select Message Sort Criteria: ~ Select Message:

Mumber of Messages Across Time

Trial - for licensing please see,

communications by member, Sooq Transiaton e Temporal analysis by thread or member to identify Sentiment
thread, or time period e crt Sa3t demiin wsrs e il s e o sentiments and affects expressed at specific time Breakdown
o Keyword search of thread titles periods

or message bodies et oA e Search functionality for threads titles or members

(@) Embedded Google TranS|ati()n to Statement by Al-Qaeda tells details of the invasion of Tikrit on a P Sentiment and affeCt regl’eSSion anaIySiS

facilitate multilingual analysis

3. Analysis ‘ AZ CyberGate Text Analyzer Writeprint

) L Features
Visualizations

OverView [ 2] Tar stz __J |L_’3
The Arizona CyberGate Text Analyzer is a comprehensive

Screen Names Writeprint Feature Details

system for the analysis of forum communications, utilizing ot me - reuursCotegory ___[comtert spes. || | - Qespten ssgeiee S
automated text mining and visualization methods. supernomtents |2 —iw B o\l . Abbasi A, Fu, T, and Chen, H.
- - . Abdulah al-Muhai R 2006. “A Focused Crawler for
Major Functionality Posting Summary | = e i o Dtz Wifeb Borims,” paypar sulbmic
« o . 11_[ABU 0307 0481 [0+ ted to the Journal of the American
e CyberGate can aid in Dark Web forum analysis by e . T Society for Information Science and
1 " : St e o S gy
providing the facility to characterize the forum and B el . A Chen HL 2008
compare its participants utilizing text mining approaches. - e R tVVrj;ep;itr;tslzAlsyﬁlor?;trkt{approgch
- - . . . 10 0 DEATH s0.18 o identity-level identification an
R|Ch V|Sual|zat|0n OfferS new perSpeCtlveS Of the data to g O similarity detection in cyberspace.
an aIyStS oamERE A % EET ;'3934 - ACM Trans. Inf- Syst. 26, 2 (Mar.

. . . e Message/Window Text [‘Radar | Cat.Print | Interaction MDS | Parallel | Blobs 1201008))'1_A29 :
e CyberGate Writeprint and Ink Blot techniques utilizes "y g i o 123458738 prppum © AbbasiAand Chen H.2007. Cat-

self-propelled artillery. Our Mujahideen | fIQhtErs  are opers 13 56 7 117 . . . .
everywhere, Right novee itEs already getting »warm, thank God. egorlzatlon and ana].YS].S Of teXt m
computer mediated communication

various linguistic feature categories for text categorization STt b st i i
archives using visualization. In Pro-
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Ersenoi, Agishbatoi and other places. We hawe three Shahesds

H (martyrs who died in @ battle], Insha  Allah [ God willing).
a n a n a. yS I S The fighters defested s corwoyin Shali too. The Auvtury

operation has been postponed. A battle took place inthe — 2 Ceedings Qf‘l‘be 7fb ﬂC]\MEEE— CS
H 1 £ A direction of Mozhai-Yurt. Today it was reported that national r-'.",f e i | ( . o o . .
o Syntactic, structural, lexical, content-specific, and lexicons rators s oo s ot o, T sare g e = ““E‘ eI }\ I '- | [027; Cmﬁrem;g gzngZlL]zbmrw
. happening !n Guder mes. .ngl'rt no\f'\.rvx-\c-T ha\.r? a Icnt.c\f woark to _. 'I f' I.:' . .\ ‘ “ '.: / 1es ancguven . ana ﬂ, une
do. The Kafirs keep shooting and shelling with their A il )
of interest AT R / . — | NGO 5‘»*’\ i ,r{ i -23,2007). JCDL 07. ACM, New
vente e s o shemeiis T PSP EUYY York, NY, 11-18,

e |ncorporates feature selection methods based upon T8 . Chen, H.2008. Sentiment and
principle component analysis and decision tree models Parallel ﬁzgsgjgj:dj;ﬁzﬁgﬂfofums:
e Presents rich text visualization using multi-dimensional Coordinates the internet. IEEE International
scaling, parallel coordinates, and ink blots Message Text Radar Chart Visualization e S |
2008). ISI 2008, 104-109.
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