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Executive Summary

This report describes a position authentication system utilizing the kte noise like GPS
spreading codes as tamper proof watermarks. Position authemtion as used in this report
means the process of checking whether position reports made byemote user are truthful
and accurate. In the method proposed, a segment of the GPS fagjnollected by a trusted user
(called the authenticator) is used as a template. Another user's tled the supplicant) GPS
signal is compared with the template to judge if the user's position artime report is authentic.
A pseudorandom noise sequence in the GPS signal (the P(Y) codeuged as a watermark
in this process. An analysis to explain how noise a ects the watermarsignal detection
is presented. This is done by casting the problem into a standard asation and detection
framework. A cross-correlator based watermark signal detectestimator is constructed. This
is di erent from the traditional match Iter because the noisy template of the authenticator
is used in this detector-estimator. The e ect of the noisy templateon the performance of
the estimator is analyzed. This report also discusses an important plementation issue:
Multiple false peaks caused by C/A power leakage which mask the detien of the watermark.
Experimental results show that the authentication method propsed can detect deceptive
position report and the resolution of the position authentication is tor better than 15 meters.
This method may also be used in other GNSS system, for example Galjlbg utilizing the
encrypted Public Regulated Service signal as the \watermark” sigih
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1 Introduction

This paper deals with the problem of position authentication. The ten \position authen-
tication" as discussed in this paper is taken to mean the process tiecking whether position
reports made by a remote user are truthful (i.e. is the user whetbey say they are?) and
accurate (i.e. in reality how close is remote user to the position theyereporting?). Many
emergent commercial applications such as tamper-free shipmenadking and smart-border
systems to enhance cargo inspection procedures will benet fromposition authentication
system. Examples of the latter applications include some envisionedncepts of operation
aimed at enhancing the safety and e ciency of commercial cargo igiment between the US,
Canada and Mexico.

There are many commercial eet and asset tracking systems avdila in the market, such
as FleetMatics [2], WirelessMatrix [5], etc. Most of these tracking systems depend on a
GPS receiver installed on the cargo or asset to obtain a real-time Idicen (and/or velocity)
information. The location and the time when the asset was at a partitar location form the
tracking message which is sent back to a monitoring center to verifiythe asset is travelling
in an expected manner. This method of tracking is depicted graphitain Fig. LI

The approach shown in Fig.[ll has at least two potential scenarios fault modes which
can lead to erroneous tracking of the asset. The rst scenario @egs when an incorrect
position solution is calculated as a result of GPS RF signal abnormaliti¢s.g. GPS signal
spoo ng |8]). The second scenario occurs when the correct positiolution is calculated but
the tracking message is tampered with during the transmission frothe asset being tracked
to the monitoring center. The rst scenario is a falsi cation of the gnsor and the second
scenario is a falsi cation of the transmitted position report. In[[8][[f the GPS signal spoo ng
is described and an in-line spoo ng detector integrated with the GP&ceiver is introduced as a
solution for dealing with this challenge. The in-line detector can detethe sensor falsi cation
described above at the asset end but it cannot solve the reportigacation problem at the
monitoring center end.

The purpose of this paper is to examine the problem at the monitoringenter. This paper
proposes an authentication system utilizing the white noise like spréiag codes of GPS to
calculate an authentic position based on a snapshot of raw IF signfabm the receiver. The
system considered in this paper is based on the idea rst presentad[10] and utilizes fea-
tures of the GPS signal as tamper-proof watermarks to detecedeptive or erroneous position
reports.

Figure 1. Typical asset tracking system
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1.1 Using White Noise as a Watermark

The features for GPS position authentication should be very haratreproduce and unique
to di erent locations and time. In this case, the authentication praess is reduced to detecting
these features and checking if these features satisfy some t@msts. The features are similar
to the well designed watermarks to detect counterfeits.

The ideal white noise signal is a perfect watermark signal in the senthat it is impossible
reproduce and predict. When the feature detection is performgthe signal to be checked is
compared with a watermark template. To generate a white noise warinark template based
on a mathematical model is impossible, so an alternative way is to geteal-time copy of this
watermark signal from a trusted source.

Fig. @ and Fig. [3 show the above idea would work. Figl] 2 is the architece of the
detection system. There is one transmitteil, and two receivers Rs and R,) in the system.
The task is to tell if a signal received at the receiveRs is truly from T,. R, is the trusted
source which gets a copy of the authentic signak(t) (i.e., the signal transmitted by T,).
R, is established so that it can continuously and securely receive the read from T,. The
snapshot signalVs(t) received atRg is sent to the trusted place to compare with the signal
V(1) received atR,.

The signals atT,, R, and Rg are depicted in Fig. [B. We assume the transmitter and
the receivers are ideal devices. That means there is no device naisall the signals. The
signal at R, is a delayed version of signal transmitted froni,. This delay , is related to the
distance betweenT, and R,. A snapshot signal as shown in the dashed box is transmitted
at time t; from T,. Because of the di erence in traveling distances, this snapshotrases at
R, and Rg at di erent times, t; + , andt; + 4, respectively. s is the travel delay from T,
to Rs. Every time a veri cation is performed, the snapshot signal froniRg is compared with
a piece of the signal fronR,. If these two pieces of signal match, we can say the snapshot
signal from Rs was truly transmitted from T,. For the white noise signal, match detection is
accomplished via a cross-correlation operation [13]. The crossretation between one white
noise and any other signal is always zero. Only when the correlatiorbistween the signal and
its copy will the correlation has a non-zero value. So the non-zerorgelation means a match.
In Fig. Bl Cs is the cross-correlation between the snapshot froRs and di erent pieces of
signal fromR,. The time axist denotes the start time of this selected piece from the signal
of R,. The time when the correlation peak occurs provides additional infimation about the
distance betweerR, and Rs. The peak timet,; + , is before the snapshot time, + 4, so the
distance betweenT, and Rs is longer than the distance betweei, and R,.

The RF carrier broadcasted by each GPS satellite is modulated by tl@@arse Acquisition
(C/A) code, which is known and can be processed by all users, arftetencrypted P(Y) code,
which can be decoded and used by Department of Defense (DoDjlaurized users only. Both

7"

Figure 2: Architecture to detect a snapshot of a white noise
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Figure 3: Signals of a white noise snapshot detection

civilians and DoD authorized users see the same signal. To commer@&lS receivers the P(Y)

code appears as noise. However, as discussed above, this noisédeaused as a watermark
which uniquely encodes locations and time. In a typical civilian GPS rewger's tracking loop

as shown in Fig.[#, this watermark signal can be found inside the tidng loop quadrature

signal Qq(t).

1.2 Prior Work

In [10] a method to authenticate whether a user is utilizing authenti€&sPS signal which
is based on this watermark is introduced. The signal authenticatiomethod uses a segment
of noisy P(Y) signal (not code) collected by a trusted user (calledhe authenticator) as
a template. Another user's (called the supplicant) GPS signal can bsompared with the
template signal to judge if the user's position and time reports areu¢hentic. Correlating the
supplicant's signal with the authenticator's copy of the signal readed, yields a correlation
peak which serves as a watermark. An absent correlation peak medahe GPS signal provided
by the supplicant is false. A correlation peak that occurs earlier ortier than predicted (based
on the supplicant's reported position) indicates a false position repo

Fig. @ is the architecture of the position authentication system desbed in this paper.

In practice, we need a short snapshot of raw IF signal from the gplicant. This piece of
the signal is the digitalized, down converted, IF signal before thedacking loops of a generic
GPS receiver. Another information needed from the supplicant is ¢hposition solution and
GPS time calculated by the supplicant using only the C/A signal. The rawF signal and

1(t) |—| L) ”
Jo Q)at

V() cos[2n(f + fo)t + 0] - fo
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sin2n(f + fp)t + 6]

Figure 4. Watermark signal in a civilian receiver's tracking loop
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the position message are transmitted to the authentication centdy any data-link (e.g. cell
phone data network, Wi-Fi, etc.).

The authentication station keeps tracking all the common satellitesf the authenticator
and the supplicant. Every common satellite's watermark signal is oained from its tracking
loop. These watermark signals are stored into a signal databaseedhwhile the pseudorange
between the authenticator and every satellite is also calculated ansl stored into the same
database.

When the authentication station receives the data from the supplnt, it converts the raw
IF signal into the Q channel signals. In this step, the reported syglicant position is used to
obtain the initial Doppler frequency and code shift of the raw IF sigal. Then the supplicant's
Q channel signal is used to perform the cross-correlation with th@atermark signal in the
database. If the correlation peak is found at the expected timeheé supplicant's signal passes
signal authentication test. By measuring the relative peak time ofvery common satellite,
an authentic position can be obtained. The position authentication wolves comparing the
reported position of the supplicant to this calculated position. If tle di erence between two
positions is in a pre-determined range, the reported position pasdbe position authentication.

1.3 Organization of the paper

The remainder of this paper describes the details of the authentitan process and is
organized as follows: In Sectiohl 2 we will discuss where the signalsdus® authentication
are extracted within a GPS receiver. Then we will discuss the authiécation autocorrelation
function. This will lead to the problem we call \the C/A power leakage poblem." How to
deal with this problem is the subject of Sectioil3. In Section 4 we shdhow we can not
only authenticate the signal but also calculate the position of the gplicant. In section[3,
hardware developed to perform experimental validation is discusse Concluding remarks
close the paper. Two appendices are also included which provide dleth derivation of the
peak detection function and the supplicant position calculation.

Figure 5: Architecture of position authentication system
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2 Watermark Signal Detection

The watermark signal of interest is included in the signa@i(t) shown in Fig. [4. But
Qq(t) also has other components other than the watermark signal. Geh signal components
will a ect the cross-correlation result between theQ;(t) signals from the authenticator and
the supplicant. This e ect is discussed in this section. To simplify the raalysis, we assume
that there are only two common visible satellites for the authenticatr and the supplicant.
The scenario where more than two common satellites are present isiaple extension of the
results presented in this section.

The two common GPS satellites in view will be denoted as $Wherei = 1;2. For SV1,
the Qq(t) (in Fig. @) signal in the authenticator's tracking loop is mathematic#ly described
as:

q q
V)= 2PgY,.(t D+ ZPEX,,(t  )sin@2 fit+ 3
q
+ 2PAY,,(t J)cos(2 fht+  5)+ ni(t) (1)

y2 'D2

where ng(t) is the projected noise form the receiver noise?(t) (see Appendix[A) to the
guadrature product. The other variables in this equation are de ad as follows:

xi(t)  The C/A spreading code
yi(t)  The P(Y) spreading code
Di(t) The navigation message
Xo () Di(H)xi(t)
YDi (t) Di(t)yi (t)
P&  The received C/A signal power for SV
P2  The received P(Y) signal power SV
a RF signal propagation delay SV
f2  The Doppler frequency SV
&  The phase shift SVY

fa  fa  fa
: a a
ij i i

where the superscripts \a" and \s" denote \authenticator" and \supplicant" signals, re-
spectively. The equations for the supplicant are the same as (1) are we replace the super-
script \a" with \s."

Equation (@) is in Appendix[A assuming that the tracking loop is locked Now, the C/A
signal of SV1 is wiped o and the P(Y) signal of SV1 is kept in the in-phse product. Because
usually f,; 6 0 and 35, 6 0, there will be SV2's C/A signal residual and P(Y) signal
residual in this SV1's quadrature product. The residual signals ammodulated by a much
lower frequency than the code chip rate. This low frequency sinudal signal is caused by the
Doppler frequency di erence between the SV1 and SV2. The P(Y)gnal of SV1 does not
have this low frequency component.

If the authenticator and the supplicant have a common satellite, tiy both have the iden-
tical watermark signal in their quadrature products. The authetcator's version of the wa-
termark is used as a template against which we compare the supplitarwatermark. We do
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this by rst forming the cross-correlation between the authentiator and the supplicant signal
14T
C(iT)= 5 ) Vig(t)Vip(t+ )dt (2)

Generally we only use a snapshot of the supplicant's signal of duratid. We also choose
a snapshot signal from the authenticator with the same duratioit. To use another snapshot
of the authenticator signal, a di erent delay value is chosen. The variable denotes the
relative delay of the authenticator's signal relative to the supplicats signal. If the supplicant
signal includes the authentic GPS signal of common satellite SVT, (IO T ) will have a peak
at a speci c delay value . The amplitude of this correlation peak i |s— PaPS.

Residuals from the signals of other satellites present in the quadrme products may
also generate peaks when computing the cross-correlation dednby () above. The cross-
correlation between di erent codes can be ignored because of tbehogonal property of
di erent codes. The cross-correlation between SV2's signal resals in Vfg and Vfg’ however,
needs to be considered carefully. This is examined next.

2.0.1 P(Y) Residual Cross-correlation

The P(Y) residual signal is the third term in (I). In (@), the crosseorrelation is only
performed using a piece of the P(Y) signal (duratio). The partial correlation of the P(Y)
code is di erent from the full length auto-correlation of one satelli¢'s P(Y) code. The choice
of this piece of signal is random, so we use the expectation of thess-correlation rather than
the cross-correlation itself. To simplify the analysis, we only considéhe delay is only the
integer times of the P(Y) chip duration T.. That means = nT,., wheren =0;1;2;3::;. The
reader is referred to AppendiXx_A for a detailed derivation of the maematical expression for
this expectation of the cross correlation between two pieces ofetP(Y) residual signal:

1P paps [sinc(2 T)+sinc(2 pT)]E[cos( )] if n=0

. = T y2© y2
ETC,2,2(niT)g 0 otherwise 3)
where, for ease of writing, we have used the following auxiliary varils:
w= fa+ 13
b= f3 f 21
T E1 1t2 fy o+ 3 1 (4)
b= 21 12 f3 at 1
sm(x)

Furthermore, sinck) = =,

From (@), we can nd the condltlons when the residuals, the SV2's gigls in SV1's quadra-
ture products, like or exhibit a correlation peak. If =0 or n =0, the cross-correlation may
generate a peak. It depends on the value of,T and ,T. If (T or T = g wherek=1,
2,3,..,thensinc(2 ,T)=0orsinc(2 ,T)=0. There is no peak generated. If ,T or

JT 6 g then sinc(2 ,T) 6 0 or sinc(2 T) 6 0. In this situation, a false correlation
peak is generated.

To mitigate the e ect of the false peak, we can either choosE so that ,T % and

bl % or choose a bigger , and . The maximum T is limited by the dynamics of
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the authenticator and the supplicant. That means either we use |lger snapshot to do the
correlation or we choose the authenticator's location so that theigstance between the authen-
ticator and the supplicant is far enough. The worst scenario is whethe authenticator and
the supplicant are very close. In this case f 35, f2, p=0,s0sinc(2 ,T) achieves its
maximum value 1.

The ratio between the true peak and the false peak depends on trexeived power ratio.
If Py,Py, > Py Pg, the false peak may be greater than the true peak.

The analysis above considers the scenario where 2 common satell#esin view. When
there are more than 2 common satellites, there may have multiple P\Ypeaks. This is shown

in Fig. @8 in Section[.

2.0.2 C/A Residual

The fourth line in () is SV2's C/A signal residuals. When the correlatio detection
is performed as in[(R), these two residuals may also generate C/Alda peaks. The cross-
correlation between two C/A signal residuals is

. 2q a S Z ! a a a
Co(3T)= T P2 P ) X, (X, ,(t+ )cos(2 fat+ 5 )

X2" X2

cosl2 f5(t+ )+ 5 St (5)

The similar analysis for theC,,,,(; T) can be done as that for theC , ,(;T). But the
C/A code is di erent from the P(Y) code in that the C/A code is a short code which repeats
every 1 ms, while the P(Y) code is a long code which repeats every lwe&€he auto-correlation
function of a C/A code [11] is a periodic function. Its period is 1 ms. Ithe absence of noise,
the maximum value is 1 when =0;1;2;:::;; ms. C/A peaks may occur in a period of 1 ms
when =0;1,;2;3;::;, ms. It depends on the value of ,T and ,T.

The correlationC , ( ; T ) to detect the P(Y) signal in SV1 is the superpositiono€,, ,(;T),
C,.,.(;T)andC,,,,(;T). Thatis,

Co(iT)=Cpyu T+ Cppro (T + Cp, (GT) (6)

Only the cross-correlation of SV1's P(Y) signalC ... (; T ) in (B), is the desired quantity.
To detect the correct correlation peak, the e ect of residual sitals need to be mitigated. The
method to eliminate theC,,,,( ;T ) is introduced in sectionB.

3 C/A Residual Filter

The C/A signal energy in the GPS signal is about double the P(Y) signanergy Py,
2Py,). So the C/A false peaks are higher than the true peak. The C/A fae peaks repeat in
every 1 ms. If the C/A false peaks occur, they are greater thame true peak in both number
and strength. With noise, it is hardly to identify the true peak from the correlation result
corrupted by the C/A residuals.

In this section, a high-pass lter is introduced to address the prdbm. Simulation results
are also listed to show the performance of this Iter. Because the(¥) code is unavailable
to us, in the simulation we use P code instead to study the random dafzateristics of the
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Figure 6: Auto-correlation of P codes and C/A code

watermark signal. This assumption is entirely correct. In Sectio ®xperimental results are
listed to show this assumption is reasonable. Snapshots with 50 mgation of PRN1's C/A
code signal and PRN1's P code signal are used in the simulation.

The simulation result in Fig. [8 shows both the true peak (P code) anche false peaks
(C/A code).

Because the C/A code is known, a match Iter can be designed for aRS satellite to lIter
out its C/A signal from the Q channel signal (e.g\/lz, Vlg) to be used for detection. In this
way, one match lter is needed for every satellite in the common viewf the authenticator
and the supplicant.

The drawback of the match Itering method discussed above is thanany match Iters
are needed. A simpler Iter is proposed here to lter the C/A signal esidual in the Q channel
signal. In the frequency domain, the energy of the base band C/Agsal is mainly (56%)
in  1:023 MHz band, while the energy of the base band P code is spreadravevider band
of 1023 MHz band. A high-pass Iter can be applied tovlf‘g and Vlz to Iter out the
signal energy in the 1:023 MHz band. In this way, all satellites' C/A signal energy can be
attenuated by one lter rather than to use separate match Iters for di erent satellites. Fig.
[7 is the frequency response of a high-pass Iter designed to Iteubthe C/A signal energy.

The spectrum of the C/A signal is also plotted in Fig.[I7. The high-passter only lter
out the main lobe of the C/A signals. Because the spectrum of the @&/code signal and the
spectrum of the P code signal are fully overlapped in10:23 MHz, the high-pass Iter also
attenuates part of the P code energy. This degrades the autorcelation peak of the P code.
Even though the gain of the high-pass lIter is the same for both th€/A code and the P
code signals, this e ect on their auto-correlation is di erent. Thatis because the percentage
of the low frequency energy of the C/A code signal is much higherdh that of the P code
signal. The objective of the high-pass lter is to obtain the greateédfalse-peak rejection ratio
The false-peak rejection ratiois de ned as the ratio between the peak value of P code auto-
correlation and that of the C/A code auto-correlation. Thefalse-peak rejection ratioof the
non- ltered signals is 0.5. Here we assume the worst case when C/&lse peaks have the
maximum amplitude as we discussed in the end of Sectibh 2. The cut-frequency of the
high-pass Iter is a parameter to be optimized to achieve a desirddlse-peak rejection ratio

Fig. B is the comparison of the auto-correlation peak values usingehlter in Fig. 7] The
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Figure 8: P code auto-correlation ( ltered vs. non- Itered)

auto-correlation peak of the non- Itered P code is normalized to 1The peak of the lItered
P code using the same scale is degraded by about 25%.

The attenuation of the cross-correlation is shown in Fid.l 9. The css-correlation amplitude
of the ltered P code signal is also attenuated by about 25% compea with the non- Itered
P code signal.

The auto-correlation peak value of the ltered C/A code signal andhat of the Itered P
code signal is plotted in Fig.[I0. While the P code signal is attenuated/about 25%, the
C/A code signal is attenuated by 91.5% (non- ltered C/A auto-corelation peak is 2). The
false-peak rejection ratiois boosted from 0.5 to 4.36 by using the high-pass lter.

The simulation results in this section shows that one simpler high-padser rather than
multiple match Iters can be designed to achieve an acceptabfalse-peak rejection ratio

4 Position Calculation

Consider the situation depicted in Fig. Il where the authenticatorral the supplicant
have multiple common satellites in view. In this case, not only can we germ the signal
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authentication (correlation detection described in Sectiohl2 ) but also obtain an estate of
the pseudorange information from the authentication. Thus the w@whenticated pseudorange
information can be further used to calculate the supplicant's positioif we have at least three
estimates of pseudoranges between the supplicant and GPS satedlit This position solution
of the supplicant is based on the P(Y) watermark signal rather tha the supplicant's C/A
signal. This position solution must be an authentic solution. By comparg this authentic
position with the reported position of the supplicant, we can authditate the GPS position
of the supplicant.

Fig. [I2 shows how the pseudorange information can be obtained ihgr the signal authen-
tication process. Let us assume that the authenticator and theupplicant have 4 common
GPS satellites: SAT1, SAT2, SAT3 and SAT4. The signals transmittettom satellites at time
t are S;(t); Sy(t); Ss(t), and S4(t), respectively. Suppose a signal broadcast by SAT1 at timg
arrives at the supplicant atto+ $ where 7 is the travel time of the signal. At the same time
signals from SAT2, SAT3 and SAT4 are received by the supplicant. tas denote the travel
time of these signals as3, 5 and 3, respectively. These same signals will be received at the
authenticator. We will denote the travel times for the signals fronsatellite to authenticator
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as §, 2, $and }.

The signal at a receiver's antenna is the superposition of the signflem all the satellites.
This is shown in Fig. (12 where a snapshot of the signal received frohetsupplicant's time
to + 7§ includes GPS signals from SAT1, SAT2, SAT3 and SAT4. Note that emethough
the arrival times of these signal is the same, their transmit times (i.ethe time they were
broadcast from the satellites) are di erent because the di erentanges. Then signals received
in the supplicant attime to+ 7 areS;(to); Sa(to+ $  3); Ss(to+ 7 3)and Su(to+ 7 3).

If this same snapshot of the signal at the supplicant is used to detehe matched watermark
signals from SAT1, SAT2, SAT3 and SAT4 at the authenticator, thgeaks time should occurs
atto+ fto+ § 5+ Site+ § 5+ Zandie+ § 5+ &

Let t,; be the measured peak time delay from SAT2 to SAT1; let; be the measured peak
time delay from SAT3 to SAT1; and lett4; be the measured peak time delay from SAT4 to
SAT1. Then we have [(T).

tha=to+ 7 5+ 5 (to+ 1)
ta=to+ 7 3+ 3 (to+ 1) (7)
tn=to+ 7 3+ 45 (to+ 1)
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Equation () can be written as [B)

ta=(2 D (32
ta=(35 1) (3 1) (8)
tu=(C4 1) (2 1)

If the receiver has no noise, the travel time from a satellite to a receiver is
= —+1+T 9
- (9)
where is the distance between the satellite and the receivec,is speed of light,| is the

ionospheric delay,T is the tropospheric delay.
Using (9), equation [8) can be rewritten as

b= 20D (3 DIH0E 1D (3 DT T (T T
= (3 D (3 D+OE D 03 1D+ TH (T TH (0
=203 D (5 DH0E D 0F DT T (T T

De ne the atmospheric correction item in the peak delay between tedlite i andj as
g = 1) 07 )T T (T T (11)

then (LJ) can be written as

tor = %[( 5 D (3 D+ =«
= (3 D (3 D+ = (12
ta= 20§ D (i D+ m

In practice, the measurement always has noise. For example, theasured peak delay of
to1 is

f=to+ tn (13)

where t »;is the noise in the measurement. This noise is caused by the clock emand signal
alignment error. The peak time delay is only measured in a very shoiitrie, so only the short
time stability of the supplicant's and the authenticator's clocks conibute to the measurement.
When the signal from both the supplicant and the authenticator hee noise, they lead to an
o set (bias) in the peak detection time. We call this o set time as thealignment error. The
oscillators of the supplicant and authenticator receivers are noyschronized. This results in
the supplicant's and the authenticator's reconstructions of theignal from the satellite being
slightly di erent as shown in Fig. [I3. So any measurement based on érencing the signals
from the supplicant and the authenticator will have an error. This gor is also included in
the term t,;. Increasing the sampling frequency minimizes this error.
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on

\J

Figure 13: Clock di erencing error

Referring to Fig. [11 again, suppose the authenticator's positiorx{; Ya; za) is known but
the supplicant's position is unknown and needs to be determined.

Because the actual position of the authenticator is known, eacti the { is known. The
positions of common satellites are also known to the authenticatorRearranging [10) by
moving the unknown variables to the left side and putting the measaments on the right
side, we obtain

> 1= 2 1 Ca+ca
3 1= 5§ 1 ctatca (14)
i 1T 4 1 Cutcam
where 7 fori=1;2;3;4 is given by:
p
P (X X)2H(Y Vs)?PH(z z)? (15)

Equation ([I4) is a system of three equations in three unknowns. €hunknowns are the
components of the supplicants position vectar; = [Xs; Ys; Zs]". This equation can be linearized
and then solved using least squares techniques. When linearizece(8@pendix[B for details)
the equations have the following form:

Atrs=m (16)

where rgis given by rs =[ Xs; Ys; Zs]", which is the estimation error of the supplicant's
position. The matrix A is given by

2 3
e, &

A = ge; e{é
e, &

whereg; is the line of sight vector from the supplicant to thei!" satellite. Finally, the vector
m is given by:
2 3 2 3
m 1 é; I %+ ctoy C o1 é;_ ra+ ?
§ mlé = gég rs §+ctar C 31 € ri+ ?Z (17)

T
ms é4 l4 2"‘ cts1 C 4 él ra+ ?
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Authenticator Supplicant
(Fa;Jas Za) (&5, 0s, 25)

Figure 14: Line of sight vectors

where r; is the i satellite's position error, ; is the ionospheric error of ; (de ned in
[@1)) and ? is the measurement error of pseudorange'. As noted earlier, derivation of
these equations is given in Appendik|B. Fig[—14 is an example of LOS vast used in the
above equations.

Equation (18) is a standard form which can be solved by a weighted t#asquares(WLS)
method. The solution is

rs=(ATR A) 'ATR ' m (18)

whereR is the covariance matrix of the measurement error vectom.

From (I8) (I8), we can see that the supplicant's position accuracepends on both the
geometry and the measurement errors.

4.1 Measurement Covariance Matrix R

The Authentication station is usually located at a x position whose cordinates can be
calibrated in a very high accuracy by surveillance systems. Its pasih can be treated as error
free. Thus the error of the range from the authenticator to e&csatellite, ?, is only caused
by the error of the satellite position. The range error is a projectiofrom the satellite position
error to the LOS between the satellite and the authenticator. If @ de ne this LOS vector as

h it
€y = ! /\ixa i /\iya % /\iza
then
;
ia= €y Ti (19)
For x authentication station, (17} can be rewritten as
2 T T T T 3
2 m 3 éz €o [I2t ctoy C o1 él €1 [I1
1
m=4m15:§ €, e, frg+Cty C =z € ey ré (20)
ms

T T T T
é4 €, TIat cts1s C u él €, I

The errors in the measurement vectorm in (20) can be categorized into three groups based
on the error mechanisms:
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Error Variance

SAT 1 position r

SAT 2 position r

SAT 3 position 3

SAT 4 position fa

SAT 2 to SAT 1 peak delay to
SAT 3 to SAT 1 peak delay ta
SAT 4 to SAT 1 peak delay ta
SAT 2 to SAT 1 atmospheric delay ”
SAT 3 to SAT 1 atmospheric delay a
SAT 4 to SAT 1 atmospheric delay “

Table 1: Variance of measurement error

1. satellite position error: ry, rp, 3, Iy
2. peak delay error: t,y, tz, ta
3. atmospheric parameter error: 1, 31, 41

The di erence between the broadcast ephemeris and the true epheris forms the satellite
position error. The peak delay error is mainly caused by the noise inthahe authenticator
and the supplicant. The atmospheric parameter error is becausket ionospheric model and
the tropospheric model are not accurate enough.

The di erent error mechanisms make every error source listed amindependent to oth-
ers. Each error source can be described as a Gaussian randoniatse, so m is a multi-
dimensional Gaussian random vector in which each dimension is indegent to others.

Using the symbols in Tabld 1L, the covariance of the Gaussian randomriable m denoted
R is given by

5 3
mll ri r
— T = 2 2 2
R=E mm = L m22 rlé (21)
2 2 2
ri ri m33
where the diagonal items are

2 - 2 2 2 2

mll = ry + ri + to1 + 21

2 — 2 2 2 2

m22 —  r3 + ry + ta1 + 31

2 2 4 024 2 4 2

m33 T  ra ri ta 41

The satellite position error variances are the variances of project range errors rather the
original position error. For example
h . iy

2 _ T
r{ = E e1 €1 P2



GPS Position Authenication 21

Channel 1 PRN: 7 Correlation Result  (Window 40ms)
T T T T

4 Time=5117.280p. 5
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Offset time (W s)

Figure 15: Correlation detection without high-pass lIter

The variances of peak delay errors are also converted into rangatiby multiplying the speed
of light. For example

2, =E [c tu]’
whereEf:g is the expectation operator.

The geometry matrix A has the similar function as the geometry matrix in a standard
GPS receiver. The covariance matrix of the supplicant position enras

cov(rg)=(A'R A) ! (22)

5 Experimental Validation

In what follows, we present experimental results validating the pgarmance of the algo-
rithms described earlier. The hardware used for these experimen$ described in detail in the
appendix to this report. First we present results that we can suessfully deal with the C/A
leakage problem using the high-pass Iter described in Sectigh 3. Werform a correlation
between snippets of signal collected from the authenticator andsecond USRP N210 soft-
ware de ned radio. Fig.[Ib is the correlation result without the highpass Iter. The periodic
peaks in the result have a period of 1 ms and are a graphic represgiun of the C/A leakage
problem. Because the noise, these peaks are not in the same amghtu Fig. [16 show the
correlation result using the same data snapshot as in Fig.]15. The drence is that Fig.[16
uses the high-pass Iter to attenuate the false peaks caused Hyet C/A signal residual. Only
one peak appears in this result as expected and, thus, con rmsettanalysis given in Section
3.

Fig. 17 is a zoom in of the area around the peak in Fig, ]16 to assess #weuracy of the
peak detection. The method to calculate the \Expected Peak Timelh Fig. [17 is described
below.

The true positions of the supplicant and the authenticator are bdt known in the experi-
ment. So the pseudoranges from both the supplicant and the awthticator to GPS satellites
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Channel 1 PRN: 7 Correlation Result  (Window 40ms)
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Figure 16: Correlation detection with high-pass Iter

PRN 7 Zoomed CorrEIation Result (40ms window)
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Figure 17: Correlation peak and expected peak time

are known. Referring back to[(14), we rearrange it as

to1 21 = %[( 5 D (5

1

ta1 31 = (—:[( 3 1 (3 (23)

ta1 4 = %[( s D (3 D

The quantities on right side of [ZB) are all known. We calculate the rig side and mark it
as \Expected Peak Time" in Fig.[IT. The left side is equivalent to the nasured peak delay.
Referring back to Fig.[15, we nd that the peak time in Fig.[I5 is wrong This tell us that
the peak with maximum value may not be the true peak if the C/A signals not attenuated.
Fig. [I1 shows the error of the correlation peak is very small (lessain 1 sampling interval).

Fig. [I8 shows the P(Y) correlation peaks when there are more thane common satellites.
Five P(Y) correlation peaks occur. Evey peak corresponds to omemmone satellite. The
relative time when these peaks occur constrained by the pseudage di erences. Table P
shows the measured pseudorange di erence using the C/A codeorfiparing the delay time
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Figure 18: Delays between multiple P(Y) peaks

Satellite (m) t(s)
[ 11 i =C

PRN 11 0 0

PRN 24 358 1.19

PRN 17 1530 5.10
PRN 8 1576 5.26
PRN 7 1802 6.07

Table 2: Relative delays between multiple P(Y) peaks

in Table @ and peak time in Fig.[18, we nd that the peak time measurenms from the Fig.
[18 has very high accuracy.

Next we describe an experiment to validate the operation of the sgsn as described earlier
in the paper. In this experiment, the authenticator and the suppliant are separated by about
1 mile. The location of the authenticator is xed. The supplicant is the sequentially placed
at ve points along a straight line. The distance between two adjacg points is about 15
meters. The supplicant is in a open space so that there are a su cienumber of satellites in
view and multi-path, if any, is minimal. The locations of the 5 test pointsare shown in Fig.
19.

The rst step of the ve-point test was to place the supplicant at point A and collect
a 40 ms snippet of data. This data was then processed by the authieator to determine

Latitude, Longitude
44.990041,-93.180816

Figure 19: Five-point eld test
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if: (1) The signal contained the water mark (signal authentication (2) The supplicant is
actually at the position coordinates that they say they are (positio authentication). Then
the supplicant is moved to point B. However, in this instance, the syglicant reports that it is
still located at point A. That is, they make a false position report. This, if an authentication
test is performed on the RF data collected from point B, it will pass ta signal authentication
test (i.e., check for the watermark) but should fail the position autentication test. This is
repeated for the remaining positions (C through E) where at eactopt the supplicant reports
that they are located a point A. That is, the supplicant continues tomake a false position
report.

In this experiment, we have ve common satellites between the suligant (at all the test
points A to E) and the authenticator. The results of the ve-point test are summarized
in Table [3. If we can detect a strong peak for every common satelliteve say this point
passes the signal authentication test (and note \Yes" in seconlomn of Table[3). That
means the supplicant's raw IF signal has the watermark signal froevery common satellite.
Next, we perform the position authentication test. This test triesto determine whether the
supplicant is at the position they claim to be. In essence this test csists of calculating the
time where the correlation peak between supplicant and authentita's signal occurs based
on the supplicant position report. Then this time is compared to the @ak time observed
from the data transmitted by the supplicant. If there is a mismatchbetween the peak times,
this is an indication of an incorrect or false position report. In this ingnce we note that
the supplicant has failed the position authentication test and markNo" in the third column
of Table[3. If a failure of the position authentication test occurs, &hird test is performed.
This test consists of determining the position of the supplicant usinthe data in the RF
snippet. Then a determination is made whether the calculated positiomatches the position
coordinates of the points from which the report was made. We notkat in practice this last
test cannot be performed because the authenticator will not havaccess to the true position
coordinates of the supplicant. In the test performed for this pagr, we do have access to
the supplicants true location. The point of performing this third tes is to demonstrate the
resolution capability of the authenticator. That is, can we detect gosition falsi cation less
than some threshold? In this case, since the reporting points arepsirated by 15 meters, we
will be determining whether the resolution of the authenticator is biger than 15 meters. The
third test is performed by comparing the measured peak delays (i.the £ in (I3)) with the
expected peak delays. The expected peak delay are obtained bingshe supplicant's true
positions to calculate the pseudorange di erences. For every coran satellite, if a strong
correlation peak is detected at the expected time, we denote thdtpasses the measurement
test (and note \Yes" in fourth column of Table[3). Even though theposition solution is
not recalculated using the method described in Sectignh 4, we still caonclude that correct
position solution can be obtained because the measurements matich true position.

The ve-point test result shows that even though the wrong posions of points (B,C,D,E)
are reported, the authenticator can detect the inconsistencyetween the reported position and
the raw IF data. Furthermore, since the distance between two gtent points is 15 meters,
this implies that resolution of the position authentication is at or beter than 15 meters.
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Location Successful Successful Successful
Signal Position Delay
Authentication? Authentication? Measuring?
A Yes Yes Yes
B Yes No Yes
C Yes No Yes
D Yes No Yes
E Yes No Yes

Table 3: Five-Point position authentication results

6 Applications to Cargo Tracking

The GPS potion authentication system discussed above could be dide solve the two
fault modes of typical commercial cargo/asset tracking systendiscussed in Sectiof]1l. To
use the authentication system, the commercial tracking systemead to be updated. First,
authentication stations as shown in Fig.[5 are setup to cover speci geographic regions.
Second, the commercial GPS receivers on cargos or containereché be updated to be
capable to collect the GPS IF signal snapshot and to transmit this apshot data back to
the authentication station. The receivers on cargos or contairefunction as the supplicants
discussed before. Supplicants also send back the real-time positahculated using the C/A
code. When the authentication station receive the IF data snapshand the C/A position, it
recalculates an authentic postion using this snapshot. The reped C/A position is compared
with the authentic position. If the di erence between them is greadr than a pre-de ned range,
the reported position is a fake position. That means a potential GPSgnal spoo ng or message
tampering. The pre-de ned position di erence range is calculateddsed on the speci cations
of the false alarm rate and the miss detection rate.

The update of a commercial GPS receiver to a supplicant discussedoge is not a very
big modi cation. It only need to increase the sampling frequency ohe A/D converter and
to equip some bu er memory to temporarily store the snapshot dat The hardware cost can
be greatly reduced with massive production, so that the increasétbe supplicant's hardware
cost can be ignored.

Typically an authentication station can cover an area with a radius atut 100 to 200 miles.
So the cost of the authentication station is also a ordable.

One technical challenge to deploy the GPS position authentication atton is the band-
width of the data link between the supplicant and the authenticationstation. Based on the
experimental results shown above, a 40 ms snapshot is about 2 MBieh is about the size
of a typical picture le on the internet. The 3G cell phone network iscapble to transmit this
data size. If the 4G network is used, its bandwidth is wide enough taansmit this size of
data. Further research can be conducted on reducing the samgifrequency and sampling
resolution (4-bit in the experimental above) to reduce the bandwitl of the data transmission.
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7 Conclusion

This paper described a GPS position authentication system. The éwntication system
has many potential applications where high credibility of a position regrt is required, such
as cargo/asset tracking. The system detects a speci ¢ \waterank" signal in the broadcasted
GPS signal to judge if a receiver uses the authentic GPS signal. Theéedences of the
\watermark" signal travel times is constrained by the positions othe GPS satellites and the
receiver. A method to calculate an authentic position using this cotraint is discussed in the
paper. A hardware platform which accomplishes this is developed ugia software de ned
radio. Experimental results demonstrates that this authenticabn methodology is sound and
has a resolution better than 15 m.

This method can also be used in other GNSS system provided that watark signals can
be found. For example, in the Galileo system, the encrypted Public Belated Service (PRS)
signal is a candidate of this \watermark" signal.

In closing we note that before such a system is elded its performea will have to be
guanti ed in more precise terms. This quanti cation includes the raes of false alarm (i.e.,
concluding that a false position report has been made when in facteheport is authentic)
and missed detection rates (i.e., a position report is judged to be dantic when in fact it is
not).

Acknowledgment

The authors acknowledge the United States Department of Homeld Security for sup-
porting this work through the National Center for Border Securiy and Immigration under
grant number 2008-ST-061-BS0002. However, any opinions, inds, conclusions or recom-
mendations in this paper are those of the authors and do not nesasly re ect views of the
United States Department of Homeland Security. The authors alsacknowledge the useful
suggestions provided by Dr. Sherman Lo and Dr. David J. De LoremZrom the Stanford
University GPS laboratory. The authors also acknowledge Prof. To Posbergh (Department
of Electrical and Computer Engineering, University of Minnesota)dr his support and help in
FPGA code development.

A Derivation of Equation (3) inl Section 2 [

The purpose of this appendix is to show how to derive the expresssoifor the cross-
correlation function for the Q,(t) signals used in the authentication algorithm. Based on the
parameter de nitions in Section[2, the base band signal at the auéimticator can be written
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as

q
Va(t) =  2PaX,.(t  {cos(2 fit+ 9

q
+ 2P2Y, (t  D)sin@ fit+ D)
q

+  2PaX,,(t  3)cos(2 fit+ 9) (24)

q
+  2PaY . (t  Hsin@2 fit+ 35

Y2 'D2
+ n%(t)

where n?(t) is the noise. The noise is mainly the thermal noise in the authenticatoWe are
only interested the signals from the common satellites. Thus, signdt®m other satellites can
be treated as added noise on the signals for SV1 and SV2. They cantbeated simply as
white noise and included in the terrn?(t).
For every satellite visible, there is a carrier tracking loop to eliminatehtis satellite's Doppler

frequency f and phase dierence . The tracking loop generates two estimated valuesf’,

“ofthe true f and . The base band signaV2(t) is multiplied by a pair of orthogonal
sinusoidal signals cos(2 ft + ") andsin(2 ft + ") to wipe o the Doppler frequency
and the phase di erence. The products of the multiplication are caltein-phase product and
guadrature product. The quadrature product for SV1 at the athenticator is

VA (t) = ga(t) sin2  fit+ )
= 2PaX,. (t {)sin §

q
+  2P2Y,, (t Hcos § (25)
q

+O2PEX,(t P)sin@  fat+ 5 D)

q
+ 2PRY,(t J)cos(2 fht+ 5 D)
+n2 (1)
The phase tracking error
i=2 (ff s 707
When the carrier tracking loop is locked, the phase tracking error igsually less than 10.

This implies that ¢ 0 and, thus, Equation [1) in Sectiori R is obtained.
The in-phase product of the SV1 in the authenticator is

Vi) = Yot cos(2 fit+ %)
= 2PgX,.(t f)cos 7§

q

+2PaY,,(t Hsin 3§ (26)
q

+  2PaX,,(t  J)cos(2 fht+ 5 D
q

+  2P2Y,(t Jsin2 fLt+ 5 )

+n3 ()
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wheren?(t) is the projected noise forrm?(t) to the in-phase product.

The base band signal at the supplicanty *(t), and the quadrature product of SV1 in the
supplicant, Vfg (t), are identical to V2(t) in (24) and Vlf‘2 (t) in (BR), respectively, except the
superscripts \a" are replaced by \s."

A.1 P(Y) Residual

First we de ne the product of the SV2's P(Y) code and its delay veien as
B(tn) Y ()Y, nT)

wheren = 0;1;2;:::;, T is chip rate of the P(Y) code. Note that whenn = 0, %(t;n) 1;
whenn 6 0, ¥ (t;n) is another random sequence.

The correlation between the SV2's P(Y) residual signals is
Z T

24
C,,,.(NT) = T PaPS ) %(t;n)cos(2 fht+ 5 ) (27)

cos[2 f3(t+nTe)+ 5 jldt

Using the de nitions of ; ; 4; b in Section2, Then

ZT
Cym(n;T):% P2 P ) %(t;n)cos(2 t+ )dt
14 £
t 5 PP ) %o(t;n)cos(2 pt+ p)dt (28)
De ne
14T
C,.(mT)= T %(t;n)cos(2 (t+ ,)dt
ZT

1
Cyz;yz(n;T)= T . %(tn)cos(2 st+ g)dt

Write sz;yz( ;T) and Cym( ; T) in the complex form:
YA T
Y, ()Y, ,(t nT)€? ‘'dt
0
L
Y., ()Y, ,(t nT)€? s'dt
0

C' (mT)=Re € v

y2y2

=

C,,.(NT)=Re ¢ ST

According to [12], the expectations oCy"z;yz(n; T) and Cyz;yz(n; T) are

n 0
E C.(mT) =R,,(N,T)E Re &0 vT* vsing( ,T) (29)

y2y2

and
n 0

E C. .(mT) =R,,(n;T)E Re & 7" dsinc( ,T) (30)

y2y2
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where
Z 1

R,,(mT)=E % Y ()Y, ,(t nTc)dt
0

is the expectation (average) of the auto-correlation function aandom selected a slice of the
P(Y) sequence andRe(:) is the operation to get the real part of a complex number . InN{29)
(B0), we used the property that the random P(Y) sequence andmndom variables ,,  are

independent.
For the ideal white noise sequence,

1 ifn=0 (31)

R, (1) = 0 otherwise

Equation (29)(30) are zeros whem 6 0. When n =0, using (@), , and yare
(32)

— a a
u— 21 1

—_ a a
b— 21 1

S
o

Ll ]

S
21t

Equation (32) is the phase tracking error. It can be treated as memean random variable
with even probability distribution. That means E|[sin( )] =0 and E[sin( )] =0. Then we

can obtain

Efcos( T+ w)]=cos( T)E( u) (33)
E[cos( pT + )] =cos( pT)E( b)

Submitting (83), 31), (Z9) and (30) into (Z8), we obtain

( h N
e, (mTyge L PRPE D+ D Efcos( )] ifn=0
y2y2 ! .

0 otherwise

(34)
Using the de nition of sinc(x) in Section[2, we obtain(8) in Sectioh]2.

B Derivation of Equation (16)—]

The purpose of this appendix is to provide the detailed derivation ohe equation used to
calculate the supplicant's position. This is[(I6) in Sectionl4. Starting ith (L4), we note that
we have a system of equations with three unknowns. The three urdwn variables s; Ys; Zs)

can be solved by using three equations.
When we solve [(I4), the only available values for the right sides are aseirements with
noise. The true value Xs;VYs; Zs) is impossibly obtained from the solution of the equations.

The solution is an estimate of the true value.
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Let the noise of ?is {, the noise oftj; is ti;, the atmospheric delay noise is;, the
coordinate noise in ECEF is ; y; z ). The measurements are

me e
fii=tin+ tis
Ni= ot i (35)
Ri = X+ X;
Y=Yty
A2=1z+ 2

The estimate of the solution of [(IY) i(Rs; ¥s; 2s) wWhich is obtain through the equation
below

o= N dat ety
S S — a a
NN EN N dat ety (36)

NS NS — Na Na N
S N=r % dut g

where

Ais = g (ki ks)z + (/yl 95)2 + (/Zi 25)2

for common satellitesi = 1;2; 3; 4.
Either the closed-form solution or the recursive solution using lineiaation [9] can be used

to solve (36).
The error of the f5(&s; ¥s; 2s) is caused by measurements errors. We are interested to nd
how the measurements errors propagates to the solution errdn (I4), the left side, ? 3,

can be approximated using the Taylor series around the estimatedlue fs(%s; ¥s; 2s) and
measurementsf; (%;;¥;; 2). For satellite i = 2;3;4,

A S |
@ @3 «
Of vty @% urr,
o e
@Y vy OV (rnirn,
@ @3 ,
@z (fs;fisf1) @z (Fsifisfa) )
@x (Fsifisfa) | @y (Fsifisf1) 4
@ zZi + @i X1
@Z (¢4, 00) @X (0,9, 01)
+ @i yi+ @i Z
@y (fs;fisf1) @z (fs;fisf1)

+ O(r?) (37)
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where O(r?) is the high order terms. Because? § is expended using = £ r de ned
in (B9) rather thanr = £+ r as usual, the signs in all the error terms are di erent from the
usual Taylor series.
If we de ne the Line of Sight (LOS) vector from the estimated posion (Rs; ¥s; 2s) of the
supplicant to the ith satellite as
o= Bfs %% 2 2T

A A
I I I

and the supplicant error vector as

rs= Xs Ys Zs

the satellite position error vector as

_ T
r= Xi Yi Zj

Ignoring the higher order item in [37), the equation can be rewritte as

Soos=nr o Mele e ro & ritern (38)
Substituting (L4) @9) (38) into (38), we get
B e rs=é r e;r;  f+ f+cty ¢ i (39)

Using the de nition of matrix A, the measurement error vectorm in section[4, we obtain

(I8).

C Authenticator Hardware Description

In this appendix is a manual of sorts which describes two prototypeceivers built to test
the authentication algorithm and used in the validation experiments escribed earlier. In
what follows, we rst provide a description of the hardware and stfare developed as part of
these prototypes.

D System Description

The receiver used in the authentication system must have featw@&ormally not found in
current standard GNSS receivers. First, it must have a RF frontred with a large bandwidth.
The authentication method uses the P(Y) signal as the watermarto do the authentication.
The RF front-end bandwidth of the authenticator, therefore, Bould be greater than 20.46
MHz. Furthermore, it must be coupled with a GPS antenna with a bandidth of at least

10 MHz. Secondly, the RF front end must have low noise.The authecdition method use
a noisy P(Y) piece at the authenticator as a template to detect if tht P(Y) piece exists
in the supplicant's raw IF signal. So the detection is very sensitive tohe noise in both
the authenticator and the supplicant. Thus, the authenticator bould be designed to have
less noise than the supplicant receiver. Finally, it must have high datbandwidth. This
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is because the positioning accuracy depends on the accuracy @ th erential pseudorange
measurement (Equation [(IR)) which is determined from time di erece measurements. The
accuracy of this time di erence depends on the sampling frequenayged to digitize the IF

signal. High sampling frequency means high data bandwidth after treampling.

The authenticator designed for this work shown in Figure20 and Fige[2]1 satis es the
above requirements. This authenticator integrates the RF fronénd and IF signal sampling.
The authenticator is directly connected to the active GPS antennalhe RF front end supplies
the power to the antenna. The RF signal from the antenna is ampli@ by the Low Noise
Ampli er (LNA) before it is down converted to the IF signal. The IF signal is digitized by the
analog to digital (A/D) converter. Then the digital IF signal is transmitted to the computer
through the Gigabit Ethernet connection. A block diagram of the athenticator is shown in

Figure[20.

Cechto o
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Figure 20: Schematic diagram of the authenticator receiver

Figure 21: Authenticator

The IF signal processing unit in the authenticator is based on USRP240 software de ned
radio [1][4]. It o ers the function of down converting, digitalization ard data transmission.
The rmware and FPGA con guration in the USRP N210 are modi ed to integrate a software
automatic gain control (AGC) and to increase the data transmissioe ciency. The sampling
frequency is 100MHz and the e ective resolution of the A/D is 6 bits.The maximum data
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bandwidth is limited by the Gigabit Ethernet. The authenticator integrates an optional power
source in the form of a battery which can power the system for upt hours at full load.

The software to process the IF data is written in the Matlab wherehte SoftGNSS software
[7] is used to get a C/A code solution. The watermark signals are alsttained from the
SoftGNSS with some modi cations of the original scripts.

As shown in Figure 20, the prototype receiver consists of one GP&tenna, two low noise
ampli ers(LNA), one USRP2 [4] motherboard, one receiver daugét board, one Laptop and
power suppliers. The RF signal received at the GPS antenna is ampldeby two cascaded
LNAs. The amplied RF signal is fed to the DBSRX [1] daughter board ¢ convert to IF
band. The DBSRX board also does the I/Q demodulation. The outpusignals from the
DBSRX board include the in phase componerit(t) and the quadrature componenQ(t). The
USRP2 mother board converters the input analog signal into digitadignal at rst. A digital
down converter(DDC) is implemented after the A/D converter to &éminate the IF signal. The
digital signal after the DDC can also be decimated to a lower samplingefjuency so that the
sampling data can be transmitted in a low data rate. The USRP2 use ¢hEthernet connection
to communicate with a host computer. Both the control commandand the sampling data
are transmitted in this Gigabit Ethernet port. After the sampling data is received by the
Laptop, it is saved to a le for the post processing. Traditional spining hard disk can not
handle the high streaming speed of the sampling data so a solid staiekd(SSD) is used to
record the data stream.

USRP2 is a hardware development platform for the open source peot GNU Radio [3].
It is dedicated to the software de ned radio(SDR). Using USRP2 ptform to construct the
recorder has a few advantages. The st advantage is that the w@e codes for the embedded
system and the host computer are completely open source. Them@ad advantage is that
the USRP2 has a high speed expansion port. This port is a MIMO (multie input multi-
ple output) synchronization bus. Data up to 200MB/sec and syncionization clock can be
transmitted through this port. Using this port, two USRP2 radios @n be synchronized into
a master-slave network to do more complex processing. This podrcalso be used to group
more than 2 USRP2 into a network with a HUB. The third advantage is hat it is cheaper
than other SDR platforms. The fourth advantage is that the USRR has rich FPGA resource
for customized functions. The manufacturer of the FPGA is Xilinx.

The receiver daughter board DBSRX is a zero IF I/Q demodulator.tican directly convert
a RF signal into baseband signalk(t) and Q(t) without any IF component. However, in this
application the output signal from DBSRX still has the IF component This is determined
by the GPS signal characteristics and the zero IF receivers' claateristics. The advantage
of zero IF receivers is its simple structure with only one stage. Buhé leakage energy from
the local oscillator to the RF input will turn to a DC signal at the output of the receiver.
Thus the suitable application eld of the zero IF receiver is where baband signal has no DC
component such voice signal. To overcome this, most zero IF re@es/has a high pass lter
at its output. After this high pass lter the output signal has only little DC component which
can be treated as error in the post data processing. The DBSRXdral has a 800Hz high pass
Iter. Both the GPS C/A code signal and the P(Y) signal have DC conponents. Thus we
can not use zero IF structure for the GPS signal recorder.

The next parts include detail structure analysis of analog and digitgpart based on the
components data sheets and the source code.
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D.1 Analog Signal Processing
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Figure 22: Spectrum change in the 1/Q demodulator

Figure 22 lists the spectrum change before the output of the DBSRboard. Figure 22 (a)
is the signal at the antenna of one GPS satellite. Its center frequey is the carrier frequency
f. of GPS L1 band. When the signal arrives at the receiver's antenné,has a Doppler shift

f as shown in 22 (b). The signal after the receiver's antenna is ampldeby two LNAa and a
variable gain ampli er (VGA) before the mixersMI1X _| and MIX _Q. This ampli ers ensure
the signal has proper power level. After the mixers the spectrunf the signals are shown in
22 (c). It has a desired component centered &t + f and a undesired component centered
atf.+2f + f. The undesired part is Itered by a low pass Iter. The 22 (d) is the rsult
signal spectrum at the output of the DBSRX board. In 22 (d) thef ¢, is the corner frequency
of the low pass lter. It can be programmed from 4MHz to 33MHz. Thf in 22 (d) is the
800Hz corner frequency of the high pass lter explained earlier.

cos(2m fot)

>
290 ( ) fo

sin(2m fot)

——{>E-E-

Figure 23: Analog signal processing diagram

Figure 23 shows the detail of the analog signal processing. The sigstrength at the
receiver's antenna is very weak (about -160dBm). It need to be athed to satisfy the input
power requirement of the mixer. The mixer requires an input powetbave -77dBm to generate
the full scale output at the output pins of the DBSRX. The gain assigment is shown in Figure
24.

The signal powers at di erent points are shown in Figure 25. By usingvo LNAS, the
total noise gure of the analog part is only 2.2 dB which is dominated byhe antenna. This
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Figure 25: Signal power of the receiver

means that the SNRs of (t) and Q(t) only increase 2.2 dB compared to the SNR of the signal

at the receiver.
Figure 26 shows the mathematical signal expression of the analoggessing part. The

choice of thef | value will be explained in the later part.

Ap(t) cos(2m fet + ¢p(t))
\\\ fe=1575.42MH =z

frr = fro = fe
Ad(t) = ¢r(t) — ¢ro

I(t)
< ) )
(9 An(t) cos(m(frr+Df)HAS(E))

2cos(27 frot + ¢ro)
| fe=1591.42MHz frr=16MHz

Ag(t) cos2m(fot + Af)t+dr(t)
2sin(27 frot + ¢ro)

Q)
< ) TN
.‘. —Agr(t)sin2r(frr + Af)t + Ad(t)

Figure 26: Mathematical signal expression of the analog part

D.2 Digital Signal Processing

The | (t) and Q(t) are fed to 2 A/D converters inside the USRP2 mother board. The
sampling frequency of two clock synchronized A/D converter iss = 100MHz which is the
maximum sampling frequency of the A/Ds. The detail structure ofhie digital part is shown in
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Figure 27. A digital down converter (DDC) is immediately after the AD to eliminate the IF
component. The DDC includes a DC o set correction component. Tik will correct some DC
o0 set caused by the gain mismatches and phase mismatches in theypus analog processing
unit. The DC o set correction component is mainly an integrator.

Figure 27: Digital signal processing diagram

The core in the DDC is a CORDIC (COordinate Rotation Dlgital Computer) unit. The
function of the CORDIC is shown in Figure 28. It rotates a vector | (t) Q(t) by an angle
of 2f g t. This process eliminate the IF components ih(t) and Q(t). The advantage of the
CORDIC is that it only uses addition and shift operations. This makes itvery suitable for
implementing in FPGAs. It is also very e cient in computation.

I(t) = Arl(t) cos(2mAft+ Ag(t))

==
f. = 100MHz= [ cos(2mfrpt)  —sin(2mfrrt) } faata = 25M Hz
Q) sin(2w frpt)  cos(2m frpt) And®) sin(2mA ft-4 AG(E)
—~_ r(t)sin(2rAft + Ao(t
> ==

Figure 28: Mathematical expression of the digital signal procesgin

D.3 fr Selection

If the ¢ in Figure 22 is improper, the spectrum overlapping might happen. Theverlaps
happen in the mixer and the A/D converter. Once the overlapping aurs, the sampled digital
signal does not represent the original baseband signal. To avoidetlspectrum overlapping,
some constraints need to be satis ed in the system. In Figure 23(d

fIF+%<fch (40)

need to be satis ed to make sure the whole useful signal is not Ited out by the low pass
Iter. Figure 29 shows the sampling e ect of theQ(t) and I (t) signal.
To avoid the overlapping, the condition in Equation (41) need to be $ia ed.

B < 2f e
B+2f <fg (41)

In this system fs=100 MHz,B=25 MHz,f;, =33MHz. Based on Equation (40) and (41) we
can choosd | =16MHz.
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Figure 29: Spectrun chenge caused by sampling

D.4 Devices and Components

Most of the components and devices are purchased from comnreendors as listed in
Table 4. Figure 30 is a picture of these devices.

| Name | Part No | Qty. |  Vendor |
1 USRP2 USRP2-PKG 2 Ettus
2 | Daughter Board DBSRX2 2 Ettus
3| MIMO Cable MIMO-Cable 1 Ettus
4 LNA ZRL-2400LN+ 4 MiniCircuits
5| GPS Antenna | ANT-35C1GA-TW-N 2 Navtech GPS
6 | Power Supply 675-MB12-1.7A 2 Mouser
7 | SSD Hard Disk | SSDSA2MH120G2K5| 1 Newegg

Table 4: Device list
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